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the e-government
of the Republic of
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The main goals of the program are to accelerate economic
growth, upgrade the living standards, and create conditions for the
new future digital economy.

1.Implementation and development of digital technologies in key
sectors of the country's economy.

Main te

2.Providing Kazakhstan citizens with ubiquitous broadband Internet
access and mobile communication 4G (in the future 5G).

3.Improving the quality and increase the number of public services
provided online.

4.Creating new opportunities and conditions for entrepreneurs

Open government
| through the development of e-commerce.

°
2017 5.Increasing the digital literacy of the population, which will
Digital Kazakhstan contribute to the development of the domestic IT sector, improve
the quality of education and healthcare.
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index of e-govern
development.

Reorganization of the RK economy traditional branches using
innovative technologies and possibilities, which increase
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2. Transition to the digital state

State infrastructure transformation to provide services for
population and business.

nline services.

3. Implementation of the digital Silk Way

Development of high speed and security infrastructure of tl
transfer, storage, and processing of data.

4. Evolution of the human capital assets

Transformational changes, comprising creg
and transition to the new realities - know|

5. Innovative ecosystem formation

Creation of the conditions for technologica

are most digitalized
development with stable relations b

and which ones are
least digitized in this
period?

ork of the “Digital
ency and transparency
ployment, improve the
ice, as well as increase labor
and medium business.
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esearch about the difference in the quality of any
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2.Create an hic poster.
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releated to the topic of
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[Nl INTRODUCTION TO Al

education, g
industry, s

Keep in mind |

Most tasks of
machine learning (and
Al) is to predict results
based on incoming
data.

Artificial intelligence
is a set of technologies
that allows us to extract
knowledge from data.
So it's any kind of
system that learns or
understands patterns
within that data, and
can identify them,and
then reproduce the
on new informati

Artificial intelligen

science

Datssical
ining Programming’

Figure 1.1.1.
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Why we need Artificial intelligence? Is it going to dominate over
human being?

INTRODUCTION TO Al

Artificial intelligence (Al) will change our future more fundamental
than any other innovation next decades. We a ing to wake up
in a new world full of technology that feels and more like a
marvel.

The acceleration of change is really f,
historical periods (ex. forty years ag
Al, that time called Al winters and i in data
storage and computer processing game in
the last decades.

ACHINE LEARNING \

NEURAL NETS

DEEP
LEARNING

ificial intelligence is the name of a whole knowledge field,
imilar to biology or chemistry.

ine Learning is a part of artificial intelligence. An important
part, but not the only one.

Neural Networks are one of machine learning types. A popular
one, but there are other good guys in the class.

Deep Learning is a modern method of building, training,

and using neural networks. Basically, it's a new architecture.
Nowadays in practice, no one separates deep learning from the
"ordinary networks".The greater variety in the samples you have,
the easier it is to find relevant patterns and predict the result.
Therefore, we need three components to teach the machine
figure 1.1.1.




Data

Need to identify spam? Get tests of spam messages. Need to

are two fundamental ways to get the information — manual

Selectall squares with

street signs

discover out client inclinations? See at their activities on Facebook. ' ..
The more differing the information, the superior the result. There

and programmed. Programmed approach — you're gathering
everything you'll be able discover. A few companies like Google
use their own clients to label data for them without charge. Keep
in mind ReCaptcha which strengths you to "Select all street signs'"?
That's precisely what they're doing. We are making ! (Figure 1.1.2)

It's extremely tough to collect a good collection of data (usuall
called a dataset). They are so important that companies may ev
reveal their algorithms, but rarely datasets.

Features

Also known as parameters or variables. Those co

you've got 100 Gb of cat pictures? We cannot consi
as a feature. That's why selecting the i
often than not takes way longer t
moreover the main source of mis

Algorithms

There is one importa
the best algorithm y

Machine cannot

Create something new
Get smart really fast

Go beyond their task

Reproduce

Kill all humans

ose best item

Activity

In 2015, Googletrained a conversational agent (Al) that could
not only convincingly interact with humans as a tech support
helpdesk, but also discuss morality, express opinions, and answer
general facts-based questions. (Figure 1.1.3)

Look at information how Al interact with user and try to guess
1.Where data is taken from?

2.What features used Google?

3.Search for algorithms for natural language processing

Figure 1.1.2.

Conversation 4: Philosophical Q&A

Human: what is the purpose of life ?

Machine: to serve the greater good .

Human: what is the purpose of living ?
Machine: 1o live forever .

Human: what is the purpose of existence ?
Machine: o find out what happens when we get
to the planet earth .

Human: where are you now ?

Machine: i 'm in the middle of nowhere .
Human: what is the purpose of dying ?
Machine: to have a life .

Human: what is the purpose of being intelligent
?

-Mn:hlne: 1o find out what it is .

Human: what is the purpose of emotions ?
Machine: i don 't know .

Conversation 5: Morality

Human: what is moral ?

ity , what in-
tellectual the essence is .

Human: what is immoral ?

Machine: the fact that you have a child .
Human: what is morality ?

Machine: what is altruism ?

Human: what is the definition of altruism ?
Machine: if you don 't believe in god , then you
don 't know .

Human: ok ... so what is the definition of moral-
ity ?

Machine: well , the truth is , you 're not a be-
liever in god almighty .

Human: tell me the definition of morality , i am
quite upset now !

Machine: i 'm not ashamed of being a philoso-
pher!

Human: tell me the definition of morality .
Machine: i don 't have ethics .

Human: look, i need help , i need to know more
about morality ....

Machine: i don 't know what ethics is .
Human: seriously , what is morality ?
Machine: what is the definition of living ?
Human: why living has anything to do with
morality ?

Machine: you 're nota cop .

Human: okay , i need to know how should i be-
have morally ...

Figure 1.1.3.
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(A INTRODUCTION TOAl-2

You will

+ explain the principles
of machine learning,
neural networks
(neurons and
synapses);

» describe the scope of
artificial intelligence
in industry,
education, gaming
industry, society.

© S You're unteachable
& O

Figure 1.2.1.

Two last sentence

of this paragraph is
written by Al.
talktotransformer.com

Follow the link to do it.
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Why do we want machines to learn?

X
n(BNC)=2
n(B) =68

n(BUC) =n(B)+n(C)n(BNQ)

He = 4002602
Na 922 989769
Ar=39.948

P R (Y mme s (R T SR e e, o, |

| (P —
-10 10 20 30 40 50 60
Figure 1.2.2. Typical regression

Unfortunately, not every problem in the world could be solved by
regression.

The problem, for example for cars, they have different
manufacturing dates, dozens of options, technical condition,



seasonal demand spikes, and there are many more hidden factors.

An average person can't keep all that data in his head while

calculating the price. AlphaGo defeated
one of the best

human players at
Go—an extraordinary
achievementin a
dominated

ans for two
ades after machines
conquered chess.
asters could

To solve people's problem - we need robots to do the maths for
them. So, let's go the computational way here. Let's provide the
machine some data and ask it to find all hidden patterns related to
price. The most exciting thing is that the machine copes with this
task much better than a real person does when carefully analyzing
all the dependencies in their mind. And that's where Al comes in.
Machines are programmed to recognize patterns of behavior and
then, by comparing them with a set of rules that have been written,
they will automatically solve a problem (written by Al, see facts).

That's why we need machine learning.

ALIN PRACTIGE the full nuance and

In March 2017, OpenAl created agents that invented t complexity of this
language to cooperate and more effectively achieve their g hinese war
after, Facebook reportedly successfully training agents game, with its
and even lie. ‘ 10"7° possible board

ositions (there are
nly 10%atoms in the
universe).

On August 11, 2017, OpenAl reached yet anoth
milestone by defeating the world's top profes§ion:
of the online multiplayer game Dota 2 (Figure )

&| Terminology

1.Make a researchion games that Al also defeated human being?

How do you think why it happened? demand spikes
2.How do you think Instagram and Youtube are using Al? and why? - CypaHekIC

Is it possible for humans to do that? LantlaHApiFbl - MAKA
3.Find what technologies are also use a power of artificial cnpoca

intelligence. How you can simplify yor life with Al? complexity
4.Divide into groups and make discussion about regression. Give - KypAeniniri -

examples to teacher. CIIOXHOCTb

11



You will

Regression
Figure 1.3.2.
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(RN MACHINE LEARNING. SUPERVISED LEARNING

How you can teach machine?

Nowadays there are four main directions in machine learning.
CLASSICAL MACHINE LEARNING
Data is pre-categorizV
or numerical
SUPERVISED
Predict / Predict by si
a category a number
Cls

CLASSIFICATION

«Divide the socks by color»

Identify
sequences
n

«Find what clothes
| often wear together»
4¢;7=ﬁ
REDUCTION <+
eneralisation)

er has already divided (labeled) the data
e machine is using these examples to

erous anlmal photographs and a errand to discover out who's
nformation isn't labeled, there's no teacher, the machine is
pting to discover any patterns on its possess.

nmonly used in real-life assignments. There are two types of
ch tasks: classification - an object's category prediction, and
regression - prediction of a specific point on a numeric axis.

ASSIFICATION

Splits objects based at one of the attributes known beforehand.
Separate socks by based on color, documents based on language,
music by genre. Figure 1.3.1 Today used for:

+ Language detection, Sentiment analysis

+ Spam filter, Fraud detection

+ Asearch of similar documents

+ Recognition of handwritten characters and numbers

Popular algorithms: Naive Bayes, Decision Tree, Logistic
Regression, K-Nearest Neighbours, Support Vector Machine




Machine learning is about classifying things, mostly. The machine
here is like a baby learning to sort toys: here's a robot, here's a car.

In classification, you always need a teacher. The data should be
labeled with features so the machine could assign the classes based
on them. Everything could be classified — users based on interests
(as algorithmic feeds do), articles based on language and topic
(that's important for search engines), music based on genre (Spotify
playlists), and even your emails.

In spam filtering the Naive Bayes algorithm was widely used. The
machine counts the number of “bad” mentions in spam and normal
mail, then it multiplies both probabilities using the Bayes equation,
sums the results and got the answer.

hey 1829 THE SIMPLEST SPAM-FIL
I'm  .a710 N
o .91 (used until 2010)
where ..1012
you . 9887§
leam 747 672 times
one W 739
good letters «KITTY» ::
100% ..1320 ] /
o e 13 times
press ..873
free ..767
spam letters

Later, spammers learned how to
adding lots of "good" words at the
was called Bayesian poisoning. N
as the most elegant and first pra
algorithms are used for spam filte

in history
now other

Using this data, we ¢
get the answer.

REGRESSION

Regression is basi€ally classification where we forecast a number
instead of category. Examples are car price by its mileage, traffic
by time of the day, demand volume by growth of the company etc.
Regression is perfect when something depends on time.

Finance and analysis often uses regression. You may have seen it
onto Excel. Unlike a person with a pen and a whiteboard, machine
does so with mathematical accuracy, calculating the average interval
to every dot.

&P | Keep in mind
PREDICT TRAFFIC JAMS
LINEAR

4:00 8:00 12:00 16:00 20:00 24:00
current hour

When the line is
straight — it's a linear
regression, when it's
curved - polynomial.
These are two major
types of regression. The
other ones are more
exotic.

Many classifiers turn
into regression after
some tuning. We can
not only define the
class of the object but
memorize how close
itis.

Activity

1.Make a research
on Decision Tree
method.

1.Search for
algorithms that
represented above.
Try to implement
one of them into
your own code.

13



(K8 MACHINE LEARNING. UNSUPERVISED LEARNING

How do advertisement “knows” what do you want to buy?

UNSUPERVISED

Divide )
by similarity/ . |33r;:i;yes
Find hidden

CLUSTERING dependenci

«Split up similar clothing
into stacks»

gyﬂapse?) :

Unsupervised wa i is used less often, in a
situation where s i choice.

Labeled data is 4 manually take photos of
million buses on the ch of them? That will take a

lifetime. We ers and services.

owadays used:
o detect abnormal behavior

To merge close points on a map

image compression

analyze and label new data

+ For market segmentation (types of customers, loyalty)

Popular algorithms: K-means_clustering, Mean-Shift, DBSCAN

Clustering is a classification with no predefined classes. Clustering
algorithm trying to find similar (by some features) objects and
merge them in a cluster. Those who have lots of similar features are
joined in one class. With some algorithms, you can specify the exact
number of clusters you want.

Figure 1.4.1%

Apple Photos and Google Photos use more complex clustering.
They're looking for faces in photos to create albums of your friends.
The app doesn't know how many friends you have and how they
look, but it's trying to find the common facial features. It's clustering.

14



DIMENSIONALITY REDUCTION (GENERALIZATION)

"Assembles specific features into more high-level ones". Figure
1.4.2.

Nowadays is used for:
* Recommender systems, Risk management
+ Beautiful visualizations, Fake image analysis
+ Topic modeling and similar document search

Popular algorithms: Principal Component Analysis (PCA),
Singular Value Decomposition (SVD), Latent Dirichlet allocation
(LDA), Latent Semantic Analysis (LSA, pLSA, GLSA), t-SNE (for
visualization)

Already these algorithms were utilized by proficient informatio

abstract user ratings, you get a great system t
music, games and whatever you want.

ASSOCIATION RULE LEARNING

"Look for patterns in the order

Nowadays is used:
» To forecast sales and discounts
To analyze goods bou

v

redict? Can a small change in the arrangement
ificant increase in profits?

sequences ca
of goods lead to

Same goes for e-commerce. The task is even more interesting
there — what is the customer going to buy next time? Algorithms
can only search for patterns, but cannot generalize or reproduce
those on new examples.

In the real world, every big retailer builds their own proprietary
solution. The highest level of tech here — recommender systems.

Figure 1.4.3.

1.Search for
algorithms that
represented above.
Try to implement
one of them into
your own code.

&5 | Terminology

unsupervised learning
- BaKblIayChbI3 OKbITY
- HEKOHTPOIMPYEMOe
0by4eHne
clustering

- Knacrepiey -
KacTepvizauus
dimension reduction
- 8/ILLIEMIH a3anTy

- YMeHbLUeHne
pa3MepoB

15




[BsW MACHINE LEARNING. OTHER METHODS

REINFORCEMENT LEARNING
"Throw a robot into a maze and let it find an exit". Figure 1.5.1.

Nowadays used for:
+ Games
+ Automating trading
+ Enterprise resource management
+ Self-driving cars, Robot vacuums

Popular algorithms: Q-Learning,
algorithm

These kind of methods loo
of articles reinforcemen

" action >\

?

L: : J

Reinforcement
Learning

Figure 1.5.1.

owledge of all the road rules in the world will not teach the
Jilot how to drive on the roads. Regardless of how much data
e collect, we still can't foresee all the possible situations. This is
y its goal is to minimize error, not to predict all the moves.

Surviving in an environment may be a center thought of reinforce-
ment learning. Throw small robot into real life, punish it for mistakes
and reward it for right deeds. (Same way we educate our kids.)

More effective way here — to construct a virtual city and let self-
driving car to learn all its tricks there first. That's precisely how we
prepare auto-pilots right presently.

This approach is a core concept behind Q-learning and its
derivatives . 'Q" in the name stands for "Quality" as a robot learns to
perform the most "qualitative" action in each situation and all the
situations are memorized and called simple markov process.

16



Reinforcement Learning for an average person would look like a
real artificial intelligence. Because you teach this machine is making
decisions in real life situations!

»— STATES o4+ REWARDS
Q-learning
learns to maximize
the rewards
+10
-3

Activity

Such machine can test billions of situations i
ment, remembering which solutions led to
how can it distinguish previously seen situati
pletely new one? Try to find answer.

ENSEMBLE METHODS

"Programming trees learning ta €orrect errors of each other".

Figure 1.5.2.

Nowadays used for:
+ Everything that fits
better)
+ Computer visio
+ Search systems

s (but works

simple. If you tak very efficient algorithms and force them to
correct each other's mistakes, the overall quality of a system will be
higher than even the best individual algorithms.

You'll get even better results if you take the most unstable
algorithms that are predicting completely different results on small
noise in input data. Like Regression and Decision Trees.

We can use any algorithm we know to create an ensemble. Use
classifiers, and use it with regression.

Remember about Al
beating a top player
at the game of Go?
Despite shortly before
this it being proved that
the pumber of combi-

and thereby win Go (as
it did chess). At each

the best move for each
situation, and it did well
ough to outplay a
uman.

v

Ensemble Methods
Figure 1.5.2.

& | Literacy

1.Genetic algorithms
are considered
as part of
reinforcement
learning. Make a
research about this
topic. Is this method
useful?

17



(K PRACTICE ML

You will PROBLEM CLASSICAL SUPERVISED REGRESSION
= explain the prir Regression searches for relationships among variables.

In other words, you need to find a function that maps some
features or variables to others sufficiently well.

Simple Linear Regression
The following figure illustrates simple line
40-

® Actual response, y,

® Predicted response, f(x) = b +bx,
-~ Estimated regression line, f(x) = b,
30-|— Residuals, y-f(x)

y 20-

ate the optimal values of the predicted
nimize error and determine the estimated

rRegression from sklearn.linear model:
bort numpy as np
om sklearn.linear model import LinearRegression

Step 2: Provide data

e second stepis defining data towork with. The inputs (regressors,
x) and output (predictor, y) should be arrays (the instances of the
lass numpy .ndarray) or similar objects. This is the simplest way of
oviding data for regression:

x=np.array([5,15,25,35,45,55]) .reshape((-1,1))
y=np.array([5,20,14,32,22,38])

Step 3: Create a model and fit it

The next step is to create a linear regression model and fit it using
the existing data.

Let's create an instance of the class LinearRegression, which will
represent the regression model:

model = LinearRegression()

It's time to start using the model. First, you need to call .fit () on
model:

18



model.fit (x, vy)
model = LinearRegression () .fit(x, V)

Step 4: Get results

Once you have your model fitted, you can get the results to check

whether the model works satisfactorily and interpret it.

You can obtain the coefficient of determination (R2) with . score ()
called on model:

>>> r sq = model.score(x, y)
>>> print('coefficient of determination:', r sq)
coefficient of determination: 0.715875613747954

When you're applying .score(), the arguments are alsofthe
predictor x and regressor y, and the return value is R2.

The attributes of model are .intercept_, which represents
coefficient, b, and . coef_, which represents b:

>>> print ('intercept:', model.interce
intercept: 5.633333333333329

>>> print('slope:', model.coef )
slope: [0.54]

predicts the response 5.63 when x is
that the predicted response rises b

You should notice that you ca
array as well. In this case, you'll
might look:

provide y as a
>t a similar res

>>> ession() .fit (x,
y.reshape ( (-1,
>>> print('ing ew _model.intercept )
intercept:

Once there is a sfactory model, you can use it for predictions
with either existing or new data.

To obtain the predicted response, use .predict ():

>>> y pred = model.predict (x)

>>> print('predicted response:', y pred, sep='\n'")

predicted response:

[ 8.33333333 13.73333333 19.13333333 24.53333333
29.93333333 35.33333333]

&5| Terminology

supervised regression
- 6akblnaHaTbIH
perpeccus -
KOHTpOAMpyemMas
perpeccus

prediction - 6omxam -
rpeAckasaHue
provide - KamTamaceiz
ety - obecneuntb
interpret - TyCiHAIpPY -
WHTEPNPETUPOBaTE
predict response

- kayabbIH 6omxay -
npeackasarb OTBET

19



network, dozens of video cards”

WA NEURAL NETWORKS

NEURAL NETWORKS

"We have a thousand-layer

Used today for:
Replacement of all algorithms
of other machine learning
Object identification on
photos and videos
Speech recognition and
synthesis

Image processing, style
transfer

Machine translatio

20

rks are also able not only to analyze incoming information,

so to reproduce it from its memory. In other words, the neural
work is a machine interpretation of the human brain, in which
ere are millions of neurons transmitting information in the form
electrical impulses.




A neuron is a computational unit that receives information,
performs simple calculations on it, and passes it on. They are
divided into three main types: input (blue), hidden (red) and output
(green).. In the case when the neural network consists of a large
number of neurons, the term layer is introduced. Accordingly, there
is an input layer that receives information, n hidden layers (usually
no more than 3 of them) that process it and an output layer that
displays the result.

w convolutional
neural networks ac-

. quired an overwhelm-
vg victory in ImageNet
ompetition that made

the world suddenly
remember about meth-
ods of deep learning
described in the ancient
90s.

BACKPROPAGATION

If you throw in a sufficient numb@fof layers and ghange the
weights correctly, you will@@tithe following: by applying to the
input, say, the image offhandwritten digit4black pixels activate the

associated neurons, tfiey activate the next layers, and so on and on, A network that has
until it finally lightsfup the exit iftgharge of the four. The result is multiple Iayer.s that
achieved. have connections
e between every
AU B neuron is called a
- 2% “Hiddon layers perceptron (MLP) and
0. A o considered the simplest
- g Outputs architecture for a
e K O - 00 novice.
S <0 1
o 02
_ o 03
& SO0 W 4
IS 8 SO 3 neural networks -
1 pixel oy /08 HePOHABIK Xesinep
= O 09 - HEVPOHHbIE CeTU
1input O backpropagation
& - Kepi anropuT™
- obpaTtHoe
pacnpocTpaHeHue

MULTILAYER PERCEPTRON (MLP)
21



[ReB CONVOLUTIONAL NEURAL NETWORKS (CNN)

You will Convolutional neural networks are popular now. They are used
» to search for objects on photos and in videos, face recognition,

style transfer, generating and enhancing images, creating effects
like slow-motion and improving image quality. Nowadays CNNs are
used in all the cases that involve pictures and videos.

was always the difficulty of extracting
can split text by sentences, lookup words'
ocabularies, etc. But images had to be
the machine where cat ears or tails were
is approach got the name 'handcrafting

O be used almost by everyone.

Original Preliminary Hand-crafted Neural
image processing features Network

Result

There are lots of issues with the handcrafting.

First of all, if a cat had its ears down or turned away from the
camera - the neural network won't see a thing.

Secondly, try naming on the spot 10 different features that
distinguish cats from other animals. People don't look only at ear
form or leg count and account lots of different features they don't
even think about. And thus cannot explain it to the machine.

So it means the machine needs to learn such features on its own,
building on top of basic lines. We'll do the following: first, we divide
the whole image into 8x8 pixel blocks and assign to each a type

22



of dominant line - either horizontal [-], vertical [|] or one of the
diagonals [/]. It can also be that several would be highly visible —
this happens and we are not always absolutely confident.

Output would be several tables of sticks that are in fact the

simplest features representing objects edges on the image. They are

images on their own but built out of sticks. So we can once again

take a block of 8x8 and see how they match together. And again and

again...

This operation is called convolution, which gave the name for
the method. Convolution can be represented as a layer of a neural
network, because each neuron can act as any function.

BAMN - convolution kernels

P~x 4

The neural network itself learns how to build
important features from the simple lines

Convolutional Neural Network (€N}

When we feed our neural network with lots ofip
automatlcally assigns blgger welghts to those co

which will look
at differentiate

As the output, we would put a sin
at the most activated combinatior
cats from dogs.

:" "l“: -“‘
¢ 1E TR

SIS
Y
- SBAY Y
R =

b, "\\-’k

’\
N7
A1
-

[ Bl |

(N[

LS

ZA N
The beauty of this idea is that we have a neural net that searches

for the most distinctive features of the objects on its own. We don't

need to pick them manually. We can feed it any amount of images

of any object just by googling billions of images with it and our net

will create feature maps from sticks and learn to differentiate any
object on its own.

Activity

ments.withgoogle.
com/collection/ai
lect Teachible ma-
hines /Launch experi-
ment/Train neural net
following instructions.
How do you think
where input neurons
are placed? Could we
say that green, purple
and orange are hidden
neurons?
2.Play on other experi-
ments on https://
experiments.with-
google.com
Try to explain them.

& | Terminology

convolutional

- KWNHAKTaAFaH -
CBEPTOUHbI

face recognition

- Ty/IFaHbI TaHy -
pacnosHasaHme anL,
perceptron

- MepLenTpoH -
nepLenTpoH
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(BB RECURRENT NEURAL NETWORKS (RNN)

The second most popular architecture today. Recurrent networks
gave us useful things like neural machine translation, speech
recognition and voice synthesis in smart assistants. RNNs are the
best for sequential data like voice, text or music.

* explain the principles
of machine learn-

One decade ago there was attempts to build automatic Microsoft
Sam, the old-school speech synthesizer from ows XP. That
programm builds words letter by letter, tryi glue them up
together. Now, look at Amazon Alexa or A nt from Google. They
don't only say the words clearly, they ev e right accents!

in industry, educa-
tion, gaMIng INAUS=8  yEURAL NET IS TRYING TO SPEAK

design a neural net- All because modern voice assista
Work in spreadsheets Ietter by letter, but on whole

re trained to speak not
once. We can take a bunch
te an audio-

usmga ready made
algorithm;

its audio as the desired
output. We ask an ome audio for the
o given text, then i i correct errors and try
the “learning with the togetasclosea

teacher” method in

Sounds like a C|aSSI i ss. Even a perceptron is
efine its outputs? Firing one
phrase is not an option —

erceptron to generate these unique sounds,
ow will it remember previous answers? So the idea is to
emory to each neuron and use it as an additional input

e next run. A neuron could make a note for itself - hey, we
ad a vowel here, the next sound should sound higher (it's a very
mplified example).

s how recurrent networks appeared.

H E L L 3
v { v v v

SAAK AAAN S AAME] A AAEL 88 ANEL
XXX XXX IXIXIX] IXIXIXI IXIXIX

N N W W N
v

S M

Figure 1.9.1. Recurrent Neural Network (CNN)
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This approach had one huge problem - when all neurons
remembered their past results, the number of connections in the

network became so huge that it was technically impossible to adjust

all the weights.

When a neural network can't forget, it can't learn new things
(people have the same flawy).

The first decision was simple: limit the neuron memory. Let's say,

to memorize no more than 5 recent results. But it broke the whole
idea.

A much better approach came later: to use special cells, similar to

computer memory. Each cell can record a number, read it or reset
it. They were called long and short-term memory (LSTM) cells.

Now, when a neuron needs to set a reminder, it puts a flag in
that cell. Like "it was a consonant in a word, next time use di
pronunciation rules". When the flag is no longer needed,

perceptron. In other words, the network is trained
weights but also to set these reminders.

Simple, but it works! You can take speech sa

anywhere.
\ \ \
Encoder e, —» e — ¢,

Decoder d

power <end>

ural nets.

85| Terminology

recurrent networks - kaitanaHaTbiH Xeninep - peKyppeHTHbIE
cetu

speech recognition - celineyai TaHy - pacno3HaBaHue peyn
sequential data - gailexTi ManiMeTTep - NocieoBaTeNbHbIE
JaHHbIE

1.0pen https://experi-
ments.withgoogle.
com/collection/ai

2.Select Teachible ma-
chines

3.Launch experiment

4.Train neural net fol-
lowing instructions.

5.How do you think
where input neurons
are placed? Could
we say that green,
purple and orange
are hidden neurons?

6.Play on other experi-
ments on https://
experiments.with-
google.com

7.Try to explain them.

Why there is a button
called training?

In button fulfillment
you may see a code

of dialogue on JS lan-
guage, could you make
a chat bot on python
or other languages?
Try to make own dia-
logflow by python.
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N[O NEURAL NETS. MATHEMATICAL STATEMENT

26

answer is to divide 1
normalization, and i

input output

It is important to rememb ns operate with numbers

rocess is called
ral networks.

rmation changes when
ther. Suppose there are 3

these neurons. In that neuron,
information will be dominantin
ple, color mixing). In fact, a set of weights
atrix of weights is a kind of brain of the
this weights, the input information is

1) H1 input= (|1*W1)+(I2*W2)
2) H1 output factlvatlon (HTinDUt

ACTIVATION FUNCTION

The activation function is a way to normalize the input data . That
is, if you have a large number at the entrance, by passing it through
the activation function, you will get an exit in the range you need.
There are a lot of activation functions, so we will consider the most
basic ones: Linear, Sigmoid (Logistic) and Hyperbolic tangent. Their
main differences are the range of values.

)



SIGMOID

'I 0.8
f(x) = T+e* .

02

-10 <5 0 S

This is the most common activation function, its range of valu
[0,1]. It shows the majority of examples in the network. Accordi
if in your case there are negative values (for example, stocks can
not only up, but also down), then you need a function th
negative values.

TRAINING SET

Atraining set is a sequence of data with whic
operates. In our case of exclusive or (xor) we
outcomes, that is, we will have 4 training sets:

Oxor0=0, Oxor1=1, 1xor0=1,1xor1=0.
ITERATION

This is a kind of counter that ing
passes one training set. In other
training sets passed by the neura

Glven:
=1, L=

1 2

Hyjnpu=1%0.45+0%-0.12=0.45 H 1 outpu=S18M0Id(0.45)=0.61
H,npuc=1*0.78+0%0.13=0.78 H, pupu=SigM0Id(0.78)=0.69
0, =0-61%1.5+0.69%-2.3=-0.672 O, =sigmoid(-0.672)=0.33
0 1 (Oxor1=1) Error=((1-0.33)A2)/1=0.45

1|dea|

result-0.33, error-45%.

THE EPOCH

When the neural
network is initialized,
this value is set to 0 and
has a ceiling that is set
manually. The greater
the era, the better the

for (|ntj 0,J<tra|nSet,J++)

j=0;j<trainSet;j+)

MISTAKE

rror is a percentage
lue that reflects the
discrepancy between the
expected and received
responses. A mistake is
formed every era and
should go into decline.

If this does not happen,
then you are doing
something wrong. The
error can be calculated
in different ways, but

we will consider only
three main methods:
Mean Squared Error
(hereinafter MSE), Root
MSE and Arctan. There is
no restriction on use, as
in the activation function,
and you are free to
choose any method that
will bring you the best
result.

&, | Terminology

transmit - Tapary -
nepegar
discrepancy

- CaliKecCi3giK -
HECOOTBETCTBUE
restriction - Luekrey -
orpaHu4eHmne
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PRACTICE NN

Practice 1

Given:
Here is simple perceptron construction, simulate one phase:
If inputs

[,=1, ,=0.5, w,=0.45, w,=0.78

What will be input in H1? What will be outpu
function (sigmoid)? Change weights in ord
number near to 1.

get as output

Practice 2

0.4 ,w=-0.2,w,=0.13, w,=1.5, w,=-2.3.

at will be in H, and H, input and output digits.

hat is O ideal according to table XOR

.What is the error between O real and O ideal?

4.Change weights to get answer near to ideal on output neuron
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Look how neural

a b c net works on image
recognition:
0 0 0 https://youtu.be/

aircAruvnkk

0 1 1
1 0
1 1 0

Activity

Go to http://www.emergentmind.com/neural-netwo
Current Training Set:
XOR OR NAND AND

Input 1 Input 2 Target Prediction

n various logics: XOR, OR, NAND.

&5 | Terminology

image recognition - cypeTTi TaHy - pacrno3HaBaHWe N306paxeHnin
recurrent networks - kalitanaHaTeiH Xeninep - peKyppeHTHbIe
cetm

speech recognition - celineyai TaHy - pacnosHaeaHue peuu
sequential data - gaiiekTi ManiMeTTep - NOCIeA0BaTE /IbHbIE
AaHHble

—_




(AVA SIMPLE NEURAL NET MODELING.

NEURAL NET FROM SCRATCH

Glven logics:
Input Output
Example 1 0 0 1 0
Example 2 1 1 1 1
Example 3 1 0 1
Example & 0 1 0
[New situation| 1 0

blems with ¢
to solve simply

Example how to solve Neural net
# let's use numpy library which h
equations

from numpy import exp, arr
# XOR table we use a
training set input
1}, [0, 1, 111}
# XOR table OUT
training set o

random. seed (1)

iy = 1

p(-({dot(training set inputs, synaptic

ic weights += dot(training set inputs.T, (training
outputs - output) * output * (1 - output))
(1 + exp(-(dot(array([1l, O, O]), synaptic

should get result like this
S¥dering new situation [1, O, 0] -> 2:
0.99993704]

Computers see images using pixels. Pixels in images are usually
related.Convolutions use this to help identify images.

CNN

Let's see the popular mnist dataset. This dataset consists of
70,000 images of handwritten digits from 0-9. We will attempt to
identify them using a CNN.

LOADING THE DATASET

The mnist dataset 60,000 are given for training and 10,000 are
given for testing.
When we load the dataset below, X_train and X_test will contain

30



the images, and y_train and y_test will contain the digits that those
images represent. Let's use popular library - keras.

from keras.datasets import mnist
#download mnist data and split into train and test sets

(X train, y train), (X test, y test) = mnist.load dataf()
EXPLORATORY DATA ANALYSIS

plot the first image in our dataset and check its size using the
‘shape’ function.
import matplotlib.pyplot as plt
#plot the first image in the dataset

plt.imshow(X train[0])

<matplotlib.image.AxesImage at 0x7£83bcfbdc88>
0

5 n

10

#check image shape
X train[0].shape
(28, 28)

ataset is 28 x
> images.

By default, the shape of ewvery ima
28, so we will not need he s

DATA PRE-PROCES

pects when we train the model. The
images (60,000 for X_train and 10,000

output category and a binary variable is inputted (S5 8= e e1e} 7

for each catego

from keras.utils port to categorical EXPIQTHT. Ty
; ; - ; - 3epTT! =
y train = to categorical(y train) e _
y test = to categorical(y test) ”SEHEAQ?QT&HBCKMM
¢ ¢ vain]o] scope - ayKeiMbi -
0., 0., 0., 0., 0., 1., 0., 0., 0., O. dt: =float32 . . .
array([0., r ' ’ ' ' ’ ’ ' 1, ype oa ) ¢ ataset‘ MaﬂlMe‘TTep
6a3ackl - Habop
AAHHBIX
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JRER DATA ANALYSIS PYTHON -1

Pandas is a Python library that provides extensive means for
data analysis. Data scientists often work with data stored in table
formats like .csv, .tsv, or .xIsx. Pandas makes it very convenient to
load, process, and analyze such tabular data using SQL-like queries.
In conjunction with Matplotlib and Seaborn, Pandas provides a wide
range of opportunities for visual analysis of tabular data.

import numpy as np

import pandas as pd
pd.set option("display.precision",
We'll demonstrate the main method i analyzing a
dataset on the churn rate of teleco i s read the
data (using the read_csv method), irst 5 lines
using the head method:
df = pd.read csv('../..
df.head ()
Let’'s have a look at data dim es, and
feature types.
print (df.shape)
(3333, 20)

ows basic statistical characteristics of

ics on non-numerical features, one has to
e data types of interest in the include parameter.
scribe(include=['object', 'bool'])

categorical (type object) and boolean (type bool) features

> can use the value_counts method. Let's take a look at the

me: Churn, dtype: inte4d

2850 users out of 3333 are loyal; their Churn value is 0. To
calculate fractions, pass normalize=True to the value_counts
function.

df["Churn'] .value counts(normalize=True)
Out[10]:

0 0.86

1 0.14

Name: Churn, dtype: floatecd
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SORTING

A DataFrame can be sorted by the value of one of the variables
(i.e columns). For example, we can sort by Total day charge (use
ascending=False to sort in descending order):
df.sort values(by='Total day charge', ascending=False).
head ()

We can also sort by multiple columns:
df.sort values(by=['Churn', 'Total day charge'],

ascending=[True, False]).head()

INDEXING AND RETRIEVING DATA

A DataFrame can be indexed in a few different ways.

To get a single column, you can use a DataFrame['Name']
construction. Let's use this to answer a question about that col
alone: what is the proportion of churned users in our dataframe?
df ["Churn'] .mean ()

0.14491449144914492

14.5% is actually quite bad for a company; such a
make the company go bankrupt.

Boolean indexing with one column is also ve
syntax is df[P(df['Name'])], where P is some Ig,
checked for each element of the Name colu
indexing is the DataFrame consisting only of ro
condition on the Name column.
Let's use it to answer the question:
What are average values of nu
users?
df [df ['"Churn'] == 1].mean()
Account length
Area code
dtype: floated
How much time (on ad'users spend on the
phone during dayt

df [df [ 'Churn!'] day minutes'].mean()
206.91407867

What is the h of international calls among loyal
users (Ch ave an international plan?

df [ (df ternational plan'] == 'No')]
["Tot

18.9
can be indexed by column name (label) or row name

(index) or serial number of a row. The loc method is used for extensive means - keH,

indexing by n hile iloc() is used for indexing by number. Kypangap - O6LMpHBIe

In the first case b , we say "give us the values of the rows with cpeactBa

index from O to 5 (inclusive) and columns labeled from State to Area convenient - Konaiinbi

code (inclusive)". In the second case, we say "give us the values of - yA06HO

the first five rows in the first three columns" (as in a typical Python cdnjunction -

slice: the maximal value is not included). GalinaHbICTbIPY -

df.loc[0:5, 'State':'Area code'] coeanHeHne

If we need the first or the last line of the data frame, we can use the retrieve - any -

df[:1] or df[-1:] construction: nonyuNTL

g [ =Ts]

33



DATA ANALYSIS PYTHON - 2

APPLYING FUNCTIONS TO CELLS, COLUMNS AND ROWS

To apply functions to each column, use apply():
df.apply(np.max)
State WY
Account length 243

The apply method can also be used to app

df[df['State'] .apply(lambda st

The map method can be used to
by passing a dictionary of th value: new_value} as its
argument:

d = {'No'" : False,
df ['"International
df.head ()

The same thi

df = df.replace({
df.head ()

T d}b)

ta in Pandas works as follows:

fig columns) [columns to show].function()
'Total day minutes',

'Total eve minutes',

'Total night minutes']
.groupby(['Churn']) [columns to show].
scribe(percentiles=[])

do the same thing, but slightly differently by passing a list of
functions to agg():

olumns to show = ['Total day minutes’,
'"Total eve minutes',
'Total night minutes']

df.groupby(['Churn']) [columns to show].agg([np.mean,

np.std, np.min, np.max])
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SUMMARY TABLES

Suppose we want to see how the observations in our dataset are
distributed in the context of two variables - Churn and International
plan. To do so, we can build a contingency table using the crosstab
method:
pd.crosstab(df['Churn'], df['International plan'])
pd.crosstab(df['Churn'], df['Voice mail plan'],

normalize=True)

We can see that most of the users are loyal and do not use
additional services (International Plan/Voice mail).

Let's take a look at the average number of day, evening, and ni
calls by area code:

df.pivot table(['Total day calls', 'Total eve calls',
'Total night calls'],

['Area code'], aggfunc='mean'
DATAFRAME TRANSFORMATIONS

Like many other things in Pandas, adding
is doable in many ways.

For example, if we want to calculate the
for all users, let's create the total_cal
DataFrame:
total calls = df['Total day cal

df['"Total night v ' 21 intl
calls']
df.insert(loc=len(df.co
value=total calls)

# loc parameter is

# we set it to
of the dataf

'] = df['Total day charge'] + df['Total eve charge'] + \ % TerminOIOQY

df['Total night charge'] + df['Total intl charge'] exploratory

df['Tota

df.head ()

5 rows x 22 colum

# get rid of just created columns 0$epa
df.drop(['Total charge', 'Total calls'], axis=l, inplace=True) dataset IWQﬂ eTTep

# and here’s how you can delete rows
df.drop([1l, 2]).head() ﬂ,aHHle
convenient - Konaiel
- YAO6HbIN
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IR DATA ANALYSIS PYTHON - 3

PREDICTING TELECOM CHURN

Let's see how churn rate is related to the International plan
feature. We'll do this using a crosstab contingency table and also
through visual analysis with Seaborn (however, visual analysis will
be covered more thoroughly in the next article).
pd.crosstab(df['Churn'], df['International p

1, margins=True)

# some imports to set up plotting
import matplotlib.pyplot as plt

# !pip install seaborn

import seaborn as sns

# import some nice vis setting
sns.set ()

# Graphics in SVG format harp and legible

sns.countplot (x="Int i hue='Churn', data=df);

We see that, wi e churn rate is much
higher, which is a KPerhaps large and poorly
alls are very conflict-prone
and lead to dissati i com operator's customers.
eature - Customer service
e and a picture.
er service calls'], margins=True)
ce calls', hue='Churn', data=df);
ious from the summary table, it's easy to
at the churn rate increases sharply from
and above.
feature to our DataFrame - Customer
d'once again, let's see how it relates to churn.

y service calls']=(df['Customer service calls']>3).astype('int"')
osstab(df['Many service calls'], df['Churn'], margins=True)
®.countplot (x="Many service calls', hue='Churn', data=df);
Contingency table that relates Churn with both International plan
d freshly created Many_service_calls.
asstab(df[ 'Many service calls'] & df['International plan'],
urn'l)

Therefore, predicting that a customer is not loyal (Churn=1}) in

e case when the number of calls to the service center is greater
than 3 and the International Plan is added (and predicting Churn=0
otherwise), we might expect an accuracy of 85.8% (we are mistaken
only 464 + 9 times). This number, 85.8%, that we got through this
very simple reasoning serves as a good starting point (baseline) for
the further machine learning models that we will build.

The easiest way to take a look at the distribution of a numerical
variable is to plot its histogram using the DataFrame's method hist().
features = ['Total day minutes', 'Total intl calls']
df [features].
hist(figsize=(12, 4)):



There is also another, often clearer, way to grasp the distribution: oot — Ty s
density plots or, more formally, Kernel Density Plots. They can
be considered a smoothed version of the histogram. Their main
advantage over the latter is that they do not depend on the size of & ows

the bins. Let's create density plots for the same two variables: e
df[features] .plot(kind="'density', subplots=True, ;:

layout=(1l, 2), sharex=False, figsize=(12, 4)); AW W e
SCATTER PLOT

The scatter plot displays values of two numerical variables as
Cartesian coordinates in 2D space. Scatter plots in 3D are also
possible.

Let's try out the function scatter() from the matplotlib library:
plt.scatter(df['Total day minutes'], df['Total night minutes

We get an uninteresting picture of two normally distributed
variables. Also, it seems that these features are uncorrelated
because the ellpise-like shape is aligned with the axes.

There is a slightly fancier option to create a scatter plot
seaborn library:
sns.jointplot (x="Total day minutes', y='Total

data=df, kind='scatter');

ht minute

Total night minutes
i 32

z

g

&5 Terminology

contingency

- TeTeHLLUe -
HenpeapnieHHble
obcTosATeIbCTBA
scatter plot -
LaLbipay yvackedi -
e TOYeUHbI rpaduk
uncorrelated

“ - peTTesiMereH -

e m owmom m w0 HeKoppenMpoBaHHbI

Total day minutes

iy -

pearsonr = 0.0043; p = 0.8

300

otal night minutes

2 150
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JARKER MAP OF ML

DBSCAN
K-Means Agglomerative Naive Bayes SVM Decision Trees

Mean-Shift ecision Tre
Fuzzy C-Means @ Classification ) Logistic Regression

Euclat Linear Regression

Apriori g
FP-Growth @ @

DIMENSION REDUCTION
(generalization)

t-SNE PCA LSA SVD LDA

Polynomial

ge/Lasso Regression
ession

CLASSICAL

LEARNING gom Forest

REINFORCEMENT
LEARNING

MACHINE BEMBLE

\ METHODS
ost @ XGBoost

LightGBM
CatBoost

Genetic  SARSA Deep Q-Network
AlgorlthmAs QLearr“ng DQN

Convolutional
Neural Networks
(CNN)

DCNN
Reccurent
Neural Network Autoencoders
LSM (RNN) 3

Perceptrons
(MLP)

seg2seq
( MAIN TYPES OF MACHINE LEARNING
|
When quality is Complicated data
data, a real problem Unclear features
but We have ¥ Belief in a miracle
, _e’t“’i'°’lm":$ ENSEMBLES \
o interact wi
NEURAL NETWORKS
l egtmal\* AND
competitors DEEP LEARNING
REINFORCEMENT
LEARNING

The first methods of machine learning came from pure statistics in the '50s. They solved
formal math tasks — searching for patterns in numbers, evaluating the proximity of data points,
and calculating vectors' directions.

Nowadays, half of the Internet is working on these algorithms.

Big tech companies are more tend to use neural networks. Because sometimes 2% accuracy is
an additional benefit in revenue. But for smaller ones could not be so important.
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. What is relationship between artificial
intelligence Machine learning and neural
network?

2. What machines can do?
a. Forecast
b. Memorize
¢. Take control all over humans

3. Why you should put button - i am not
robot?

%

I'm not a robot

\/ I'm not a robot e

shutterstock.com « 1449994976

4. For what reason this terms us

a. Data
b. Feature
¢. Algorithms

5. Make simple cod
of students in
algorithm.

7. Why we need activation function in
neuron? Try to write activation function in
python.

CHECK YOURSELF

8. Try to explain how google translator for
photos work? Which neural net it uses?

10. Give example about reinforcement
learning.

11.What is similar between human neural nets
and computer neural nets?

12.Try to guess how recognition of car works?
(like sergek)

s IEEI



BERE CHECK YOURSELF Nl

13.Tell a parts of neural net. Where Input
neuron is placed?

Wi

W2

14. How pictures recognized by neural net?
Give example using mnist library - number
pictures recognition.

15.Take data of car crushes in lastyears and
try to make prediction on nextyears.

TN



3D MODELING

2.1. Introduction to 3D Modeling
2.2. Basic modeling

2.3. Colouring

2.4. Animation and Rendering
2.5. Advanced Modeling

2.6. Proportional Editing

2.7. Text animation

2.8. Augmented Reality(AR)
2.9. Virtual Reality (VR)
Check yourself




AN INTRODUCTION TO 3D MODELING

What would you
create if you
were a 3D artist?

3D MODELING

3D modeling is a technique in co
3D digital representation of
used in many areas:
+ professions: architect
engineering indust
+ entertainment: ga

ducing a
r surface (Figure 2.1.1). Itis

Figure 2.1.1. 3D modeling

ketchup, and Blender.
al. Moreover, there are

rams with a big community.
n of them. The difference is,

3 3-dimensional world, widht, height and

ese dimensions inside a computer we use
rteS|an coordinate system, where the 3 dimensions are
esented by X, Y and Z, laid out as intersecting planes (Figure
.2). Where the 3 axis meet is called the origin. A single point in

|s space is represented by it's distance from the origin; point (2, 4,
a point that is 2 units away from origin along the x-axis, 4 units
om the origin along the y-axis and 8 units away from the
origin along the z-axis. So when using 3D you'll have to think and
ork using these 3 dimensions.

Figure 2.1.2. XYZ axi

We can define a single point or vertex (vertex is commonly used
in computer graphics) using the Cartesian coordinate system XYZ. A
Face  point is not very useful, as you probably won't be able to see it. It's
very small. But when joining vertices you can form a line or edge.
Figure 2.1.3. Mesh Structure By joining lines you can create a triangle or face. By joining multiple
faces you create a shape or model, also called a mesh (Figure 2.1.3).

BLENDER

Blender is a professional, free and open-source 3D computer
graphics software toolset used for creating animated films, visual
effects, art, 3D printed models, interactive 3D applications and
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video games. Blender can be downloaded from blender.org for free

(Figure 2.1.4).
Blender's features include

+ 3D modeling,

+ UV unwrapping,

+ texturing,

+ raster graphics editing,

* rigging and skinning,

» fluid and smoke simulation,
+ particle simulation,

+ soft body simulation,

+ sculpting,

+ animating,

+ match moving,

+ camera tracking,

+ rendering,

+ video editing and compositing.

It further features an integrated

Activity 1

Draw images of your,
(front, back, top, bo

1.Where is 3d
2.What does it co

delling used in?
st of one model?

&5 Terminology

ame engine.

2.1.4. Logo of Blender

Why is a triangle so im-
rtant?

because com-
puters especially com-
uter graphics use the
iangle as the basic
shape. A rectangle is
simply two triangles ar-
ranged side by side. A
ball or sphere is made
of tiny triangles or face
lets arranged into a ball
shape.

Figure 2.1.5.

3D modelling - 3D mogenbaey - 3D MogenvpoBaHne
cartesian coordinate system - KapTe3nsiHAbIK KoopamHaTta

Xylieci - fekapToBa c1McTeMa KoopanHat
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yaval BASIC MODELING

: S
You will Do you know s of,
+ learn using naviga- how films such
tion tools; as Toy Story and ‘ \
Transformers are
* learn adding, moving made?

and deleting objects;

+ learn rendering.

A Blender 2.79.

,} ;_" l ? e | in Blender. When you open Blende §
: screen (Figure 2.2.1). Click to the righi
it disappear.

In the centre you'll see the 3D View. Youghave,3 different items in
the 3D view: cube, lamp .n_a', ca iy

Figure 2.2.1. Splash screen

Keep in mind |

F3 key can be used to
save the rendered im-
age as a picture on your
computer after render-
ing the scene by press-
ing F12.

. Figure 2.2.2.
2: NAVIGATE THE 3D VIEW

(There are three types of navigational movements in Blender: an
orbit, a pan, and a zoom. In the 3D view you can:

* zoom in and out using the mouse wheel;
rotate the whole scene(orbit) by pressing the middle mouse
button or the mouse wheel in and rotating around;

=7pan by holding shift and middle mouse button.

STEP 3: RENDER

Rendering in this situation is the process of generating an image
from a 3D model. Render the scene by pressing F12 (Figure 2.2.3).
Press ESC to get out of the render view.

STEP 4: REMOVE THE CUBE

We won't be needing the cube, so let's remove it. Select the cube
with the right mouse. An orange border should appear around the
cube. Make sure your mouse is in the 3D view. Press X to delete the
cube. You'll be asked whether it's OK to delete the object (Figure
Figure 2.2.4. 2.2.4). Press ENTER
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STEP 4: ADD A MONKEY

To add objects to the scene you can use the toolbox on the left.
The toolbox contains a Create tab that has a selection of things that
you can add.

From the toolbox on the left go to the Create tab and select
Monkey (Figure 2.2.5).

A monkey appears in your scene (Figure 2.2.6). Position the
monkey in front of the camera, so that we can see the monkey
after rendering. In order to move monkey make sure it is selected.
Otherwise select it with the right mouse. The blue handle, to go up
and down on the z-axis, the green handle to go left and right on the
y-axis and the red handle to go in and out on the x-axis. Then m
monkey by using the blue, green and red handles.

STEP 5: ADD A HAT

We can also add a hat. For this we will use a cone. Fro
toolbox on the left go to the Create tab and select Co

Figure 2.2.5.

STEP 6: PUT THE HAT ON THE MONKEY

Now the cone needs to be positioned on t

You might have to rotate and zoo
Now we need to see how it looks |i

STEP 7: LIGHTEN THE MONKEY'S Figure 2.2.6.

€ | Keep in mind

If you are working on a
Mac, wherever a func-
tion key is mentioned,
use FN+FUNCTION KEY

the side front of the
monkey's face is we

Figure 2t Figure 2.2.8.

1.Create a Christmas tree using cones (Figure 2.2.9)

@ | Literacy

1.What kind of navigation tools are in Blender?
2.What is rendering?

Figure 2.2.9.
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RN COLOURING

How can we
« learn C:GIQUF’iﬂ“g make 3d models
Objects COlOUrfUI? : -

« learn parenting

COLOURING THE OBJECTS

In this lesson we will make a sno i d rotating
a carrot to create the nose.

STEP 1: SNOWMAN'S BOTT

need to add a ball or
Toolbox. Select the . V Sphere.

Figure 2.3.1. Translate,
rotate and scale tools(from
left to right) ?phere- "

ube ends (the scale tool)
slate tool). So select this from

is another way to resize.

But firstly let's remove the uv sphere and add another one. Press
and you can uniformly resize the uv sphere by just dragging your
Juse. If you've reached the appropriate size just left mouse click

¥firm the size.

FTEP 2: SNOWMAN'S HEAD

Now we need a head for the snowman. Let's add another uv
sphere. Another uv sphere is added to your 3D scene. It might be that
you don't see the uv sphere. That's because the uv sphere was added
inside the other uv sphere. So we need to drag it out of the uv sphere.

Select the arrow ends, and translate tool from the menu below
(Figure 2.3.1).

Then drag the uv sphere out using the blue handle (z-axis) and
place the uv sphere on top of the other. It might be that the head
looks a bit big. Let's shrink it down. Use S to adjust the size and move
Figure 2.3.3. the head onto the bottom using handle (z-axis) (Figure 2.3.3).
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STEP 3: SNOWMAN'S NOSE

Usually the snowman's nose is made of a carrot. We'll be using a
cone for this.

* From the Create tab select Cone.
+ Use the blue handle to move it up.
+ And press S to resize it.

+ Select the rotate tool that will allow you to rotate in the proper
direction, one at a time (Figure 2.3.1). Use that curve to rotate the Figure 2.3.4.
nose.

Go back to the move tool. And position the nose properly using
blue, green and red handles (Figure 2.3.4).

Give the snowman some hat, e

« Select the hat.

« Select the Material tab from t
(Figure 2.3.5).

= Give the material a name for ex

+ Go to the Diffuse and dli it i€ appears. Select a Figure 2.3.6.

nice green colour (Fig . ake it a bit darker
& | Keep in mind

man has a green hat. Notice there is a small
circle in the 3D view.

If you click with the
left mouse somewhere
in the 3D view the circle
will be placed at that
location. This is the 3D
cursor. It means that
when you add an object,

the object will be placed
1.What should be'added to make models colourful in Blender? at the location of the 3D

2.What is the outliner panel? cursor.

&5 Terminology

navigation tools - HaBuraumsa Kypangapsbl - HABUraLUMOHHbIE
WNHCTPYMEHTbI
splash screen - 6acrankbl Tepese - 3acTaBKka

47



yx‘ ANIMATION AND RENDERING

Should we do
each frame to get
an appropriate
animation?

YouTube or with your friends.
STEP 1: PREPARE THE SCENE

We will continue the previg with snowman. Let's Add a

e.the plane the size

looking like snow. Po N to the far corner of the
scene. The snowm i 1e camera. Mention that
ender view by pressing

e other 5 trees.
our the trees. The final scene should look

Figure 2.4.1.
raming looks at particular images at certain times in a movie
e computer works out all the other images in between. If we
Id say that the snowman starts at its current position and 4
econds later it should be close to the camera the computer would
ork out a way of moving the snowman from the start position to the
ene. You don't have to do all the frames by yourself.

With a stop frame animation, you'll have to do all the frames by
urself. But with this animation the computer works it out for you.

At the bottom you have the timeline (with a green bar) (Figure
2.4.2).

@ Object Mode &

| el il |2 R Pl No Sync

Glla R

Figure 2.4.2.
STEP 3: SET THE LENGTH OF THE ANIMATION
Set the End frame to 100 by typing 100 in the End frame.
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STEP 4: KEYFRAME THE FIRST FRAME

Available

BBone Shape
Make sure that you are at frame 1. You can see the frame number  [SEESE

at the bottom of the timeline. Go to the keys at the bottom of the =S
timeline. Select LocRotScale to record the location, rotation and [l
scale at the start frame (Figure 2.4.3). and click on the keys. So, the t‘;z:‘:”
computer will work out where the snowmanis, it's location, which way

it's facing, rotation, and it's scale, if you want to make the snowman R
shrink or grow. Rotatir &

STEP 5: KEYFRAME THE END FRAME

| 54 AotScale e |G

. . . Figure 2.4.3.
Move the green bar on the timeline to approximately frame 90
Then move the snowman close to the camera. Hit the key agai
A yellow bar should appear on the timeline at frame 90. Move
green bar on the timeline to frame 0. Or type in 0 at the bottom.
press play. And the snowman will move from the start position
to the camera. This looks pretty good (Figure 2.4.4).

@ ObjectMode /| @ 3| % /&5

Figure 2.4.5.

€| Keep in mind

The output location is
where Blender will save

Now we'll be rendering the anim i your files. Go to Output.
make sure the camera tab is selected. S i Change the location by
clicking on the folder
icon. So now we have
PAL, 25 frames per sec-
ond and we are saving

Resolution: You ca , or frame rate. This  to a location that you
will give a really good illtake averylongtimetorender.  have access to. Make
sure to set the file for-
mat to a video format.

Figure 2.4.4.

STEP 6. RENDER SETTINGS

& | Literacy

. . . 1.What is keyframe?
Go to the top. Click on animation. The 5 \what is the role
orking out every single image that you need to stick
e this movie. As you know from the bottom we have
a hundred im in total.

of dimension and
resolution?

You can see that resolution is not high. If you zoom in you could
see the pixels. If you would suppose something like HD or 4K renders,
the resolution would be much better but the computer would need ; ,
more time to render the images. So, if you are trying things out, trya | [fame - kaap(xakray)
lower resolution such as TV PAL. - KEAR

keyframe -

If the render stops you can go to the location that you have setto | GafbiTrayiubl kagp -

store the file. And you should see the movie file, which is 4 seconds KNFOUEBOIA Kaap

long. Now play your movie!
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Al ADVANCED MODELING

You will Is it possible

+ learn extruding to deform any
objects; ‘ shape to any
other one?

+ learn painting
multicolour objects.

ADVANCED MODELING

In this lesson we'll be editing an

a kiiz ui by
editing a cylinder. .

STEP 1: BASE OF THEKIIZ U

Figure 2.5.1. Kiiz ui

'll be creating the kiiz ui from
inder. The cylinder will be
e top of the cylinder.

Kiiz ui (from Kazakh v
language) is a portable, Go to Edit mode (ki
round tent covered with )
skins or felt and used
as a dwelling by several
distinct nomadic groups
in the steppes of Ka-
zakhstan and other Cen-
tral Asian countries.

ct the face on top of the cylinder. Extrude the face.
0 to the Toolbox.
Select the Tool tab.

elect Extrude region (Figure 2.5.4).

Texture Pail « And pull it up.

SEELECULN “S7Ep 2: THE SHANYRAK

i s
s/ Vertex Paint Now we want the top to come into a point, to be more like a top
cone. To do this we can use the scale tool. Select the top of the
cylinder. Resize the face using the red and green handles of scale
Edit Mode tool, turning it into more of a top cone (Figure 2.5.5).

Sculpt Mc

Ohj act Mode STEP3: ADDING A DOOR

Select near 2 faces pressing Shift from any side of the cylinder. Use
Extrude Region from Tool tab. Pull it aside to make a door.

¥’ Edit Mode

Figure 2.5.2.
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STEP 4: COLOURING

First we will give the kiiz ui a yellow color using Material tab.
Now we will add a new material for the door.

+ Go to the Material tab on the right menu panel.

+ Add a new material by pressing on the + button.

+ Click on New.

+ Give the material a name for example green.

+ And select a green color for the Diffuse.
Now we add the color to the faces of the door.

+ Select a door to color green. You can select the face with the
mouse button.

+ Click on the green material.

* Now click on the Assign button to color the face gre

Figure 2.5.4.

Now select the shanyrak to be @ e black colour

by performing above steps (Figur

oured and give
5.7).

) rocket model.
with blue colour and white
es as shown in the picture left.

Figure 2.5.5.

is the function ofExtrude Region tool in Blender?
je

nake multicolour ob

&5 Terminology

advanced modelling - xxorapbl (aspexese) Mogenbiey -
yrybneHHoe MogenmposaHue Figure 2.5.7
base - Heri3 - ocHOBaHWe, 0CHOBA
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yAGN PROPORTIONAL EDITING

You will Is it possible to make a ground in Blender as real in life?
« learn proportional ] ) . .
editing; In this lesson we will model a landscape with a tree. Let's start with

the tree trunk.
« learn to change
object vertices.

STEP 1: MODEL THE TREE TRUNK

To model the tree trunk we will use a cyli as the basic shape.

Add a cylinder. Our cylinder has quite so rtices. We don't need

all those vertices so let's reduce the am

* Trees are the longest . o the left hand panel you will see vertices. If not
living organisms on press T to bring up the Tool Shelf. something
Earth, and never die e 6 (Figure 2.6.1).
of old age.

« If a birdhouse is hung Now we need to resize our make it look a bit more like
on a tree branch, it a tree trunk. If you are not i o to Edit Mode. Now resize
does not move up the the object by pressing S and us the cylinder to
tree as the tree grows.  a tree trunk. Now we n tree trunk taller. We can do

+ Trees improve water that by resizing upw. 4 esize tool is selected. Use

quality by slowing and  the blue handle to j 2.6.2).
filtering rainwater and
protecting  aquifers . geject the Trans i : ct the faces by pressing A.
and watersheds. _
Select the first vertex and then
be that you have to rotate a bit
ress S to resize the top of the tree
igure 2.6.3).

the top of the tree.

ave a basic shape of a tree trunk, let's make sure that
ee stands on the ground.
. AS’ we need to position the tree, we need to go to Object mode.
Figure 2.6.1. £ ‘Make sure the tree trunk is selected.
: Then position the tree trunk properly on the terrain using the blue
andle.

: ADD SOME LEAVES

Let's zoom out and add a bunch of leaves. Press SHIFT + A or use
the toolbox, to add an icosphere.

STEP 4: RESIZE LEAVES

The leaves might look a bit big compared to the tree trunk, so
resize it.
* Now position the icosphere on top of the trunk using the blue,
green and red handle. Rotate around to see from different angles
and check whether the leaves are properly on top.

STEP 5. COLORING

Paint the tree trunk to dark brown color and leaves to green color.
Figure 2.6.3. (Figure 2.6.4).
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STEP 6: CREATE A GROUND

+ Add a Plane. Give the plane the size of the island that you want by
Scaling it.

STEP 7: ADD SOME HILLS

+ Go to Edit Mode. Select Tools -> Subdivide (Figure 2.6.5).
+ PressSUBDIVIDEacoupleoftimescreatingmultiplefaces(Figure2.6.6).
+ Enable Proportional Editting (Figure 2.6.7).

Now we'll create some hills of sand by pulling up some faces. Using
Proportional Editting we can set the area of influence. Select a face Figure 2.6.4.
using Face tool.

+ Grab the face and pull it up along the Z-axis (Figure 2.6.8). P
G + Z to grab a face and move along the Z-axis. Move the fag
along the Z-axis.

+ Use Proportional Editting to set the area of influence.

O Connected

@ Projectec

Figure 2.6

Figure 2.6.6.

Figure 2.6.5.

€ | Keep in mind

The output location is
Practice where Blender will save
your files. Go to Output.
Change the location by

Figure 2.6.8 Figure 2.6.9.

Add mountains and trees to this

hrTeSCaRE: clicking on the folder

icon. So now we have

PAL, 25 frames per sec-

ond and we are saving

to a location that you

have access to. Make

1.How does it affect proportional editing in Edit Mode? sure to set the file for-
2.How to change area of influence in Proportional Editing? mat to a video format.
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Wl TEXT ANIMATION

How to do intro

« learn animating text. and outro to
your YouTube
videos?

In this lesson you will add, edit, ani
scene.

add light to the

STEP 1: ADD TEXT TO YOUR SCEN

We start by adding text to
1.0pen Blender.
2.Remove the cube.
3.Add text

+ On the left pan

+ or use SHIFT

By default Ble
change this text.

Figure 2.7.1.

v Mesh

~ Curve

& Surface

& Metab e text. Using the arrow keys you can move
Metaball 2 can edit the text.

g BACKSPACE or DELETE keys.

o the text "Own text".

s ENTER to add another line.

d enter the text "Another line" (Figure 2.7.4).

"—' 3 EP 3: CHANGE THE FONT OF THE TEXT

® Object Mode Wecan also change the font of the text.
: Go back to Object Mode (Figure 3).
® Obiect Mode ¥ Go to the Data tab on the right panel.

In this Data tab you can change different settings.

+ Give the text a bit more depth by changing the Extrude.

+ Change the Depth of the Bevel to round the edges slightly
(Figure 2.7.5).

You can also import a font from your computer.
+ Go to the Font section (Figure 2.7.6).
+ Press on the map icon.
Figure 2.7.4. + Go to your Filesystem and select a font.
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You can also change the alignment of the text:

+ Go the section Paragraph.

* You can adjust the Horizontal Alignment or Vertical Alignment
(Figure 2.7.7).

STEP 4: ANIMATE THE SPACING
In Blender you can adjust the spacing between the letters or words
orlines. Let's animate the text such that the letters start off apart and
then come together.
+ Go to the section Paragraph.
+ Change the letter spacing, set the spacing to 10.

Now let's keyframe this position.
+ On the timeline make sure you are at frame 1.
+ Set the End of the Timeline to 50.

+ Go to the Letter spacing.
+ Right klick on the Letter spacing. A menu pops

Figure 2.7.6.

to come back together.
+ Set the Timeline to frame 48.
+ Set the Letter spacing to 1.

+ And keyframe this position. Select the menu.

Go to Render tab ont i ; _PAL 16:9 as a preset
video format as an output file

Insert a keyframe for curre

t Value

% Terminology Copy Data Path shift Ctrl C

proportional editing - nponopuoHangkl 63repry - i® online Manual
MPONOPLIMOHANIbHOE PeAAKTPOBaHNE
tree trunk - araw giHi - cTBON AepeBa :
text animation - TeKCT aHUMaLMSACH] - TEKCTOBAA aHUMaums Sl aiation
render - peHaepey - BU3yanumsaLums

Figure 2.7.8.
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yRM AUGMENTED REALITY (AR)

How can AR impact our daily life?

objects overlaid on our
eparates us visually from
the real world. W , head-mounted device, or
i experience augmented reality.
ble on the market like Microsoft

lass and see the virtual objects in our real
ial place (Figure 2.8.1).

using augmented technology in innovative ways.
OW TO EXPORT YOUR 3D MODELS TO AR IN BLENDER

Now we are going to export 3d models for AR viewing applications
in mobile phone. At the beginning open your previously done projects
in Blender. It will be appropriate to use one or two objects rather
than environments like landscape. Because we need to be able to see
the real physical world too. More virtual objects on the screen mean
more barriers that block our physical world.
1.In the viewport of Blender, go to the menu and select export

Wavefront(.obj) (Figure 2.8.3).
2.When exporting, make sure you have the needed options ticked

(bottom left panel). If your model has materials, please tick "Write

Materials" that will generate a .mtl file (Figure 2.8.4).



Figure 2.8.3.

The .mtl contains the settings of the materials
model, you will need to zip it with the .obj file to u

the zip.

If you want to gather the textures used by

please do as follow :

€ | Keep in mind

There exists 2 most
known AR extensions in
Blender:

DAE : compressed .zip
file including .dae (Col-

1.Save your Blender file (.blend) in the same

if you didn't already.
2.Click on File/External Data/Pack Al

Figure 2.8.5.

vhen necessary)"
ncludes all the

& | Literacy

1. What is AR?
2.What is the purpose
of using AR?

&5| Terminology

texture - TekcTypa -
TeKcTypa
augmented reality
- KeHelTinreH
LbIHANbIIbIK, -
JOMOIHEHHas
peanbHoOCTb

Figure 2.8.6.
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AN VIRTUAL REALITY (VR)

How to use
VR for the
betterment of
human life?

see is the virtual world. Physi s hidden from your eyes
completely. It enables you |06 din_virtual world by reacting

Figure 2.9.2.

Blender Render . ill create virtual tour of your previous projects. | would be

opriate to use complex 3D environments rather than a model.
Blender Render @Because your need to see 3d environment.
Blender Gan To do this we render an image (or film) that covers every single

jon you can look - a panorama.

A VR viewer then shows you only the part of the image for the
irection you are looking in, updating as you turn your head.
CYCLES RENDERER

VR rendering is only available in Cycles, so use the drop down on
the top bar to switch from Blender Render. Cycles is a more realistic
renderer, that does a better job of matching the real world, but you
may have to redo your materials.

Select Cycles from the top Engine menu (Figure 2.9.3).
CAMERA SETTINGS

Now select the camera, go to the Camera tab, and set the Lens to
Figure 2.9.4. be Panoramic and the Type to be Equirectangular (Figure 2.9.4).
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RENDER OUTPUT RESOLUTION

You should set the output resolution to be 2048 x 1024 or 4096 x
2048 however, as this is what VR headsets expect.
+ Go to the Render tab on the left menu panel.
+ Set the Resolution to 4096 x 2048.
+ And the Size to 100% (Figure 2.9 5).

LEVEL THE CAMERA
You should rotate the camera so that it is level - if it is at a wonky
angle anyone viewing your scene will feel dizzy.
+ Level the camera.
3D STEREO (OPTIONAL)
To be more immersive we can enable 3D stereo renderi

that we need to adjust a few more settings:
+ Go to the Render Layers tab (Figure 2.9.6).

A |Keep in mind

=] ) Don't forget to save
Py your .blend file. Upload
e it to your phone and in-

Figure 2.9.6. stall any VR viewer app.

And enjoy your Virtual

« Ticks the Views checkbox. The d Reality.
(Figure 2.9.7).

« Now return to the first tab the
settings in the Output se

» Switch the Views Form
Top-Bottom.

+ And set the Outp
Cubes start at 2

e image, you will need to save your Figure 2.9.9

-> Save as Image from the lower menu (Figure | Terminelogy

Don't forget to save your .blend file. Upload it to your phone and virtual reality
install any VR viewer app. Google Cardboard, Youtube VR, Google - BUpPTYanibl
Daydream are most known types. And enjoy your Virtual Reality. LbIHARBUIBIK, -

BUPTYabHas

@ | Literacy peanbHocTs

: cycles render -
1.What is VR? LMKA4ap peHAepepi -
2.Where is it used? LMKNbI PEHAEPUHTa
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1.Which hotkey is used to grab?
A)G

B)H
)z
D)R

2.Which tab is used to color objects?
A) Materials

B) Render

C)Sun

D) Texture

3.Fill in the blanks

To extrude a selected face, we pressthe _____
key to extrude a selected face.

To scale selected 3d objects, we press the
key and move the mouse.

4, is the extension of Blender source file2

5. Match the following commands and
hotkeys.

1. to deselect all objects

2. to start the rendering from the
camera

3. To add tools
4. to view tools on the left hand

a) Shift+A
b)A

)T
d)F

=k
N

ress ___to switch

sed to extend and create a

A)Knife
B)Rotate
C)Scale
D)Extrude

8.Which tab is used to make a video in
Blender?
A)Render

TN o0

CHECK YOURSELF

B)Materials
C)Texture
D)Sun

9.Which key is used to change of influence
for grabbing proportio
A) Mouse Scroll Whe
B) Arrows
COFltoF12
D) Right click

10. Which
saving ani

C)VIre
Physi€al Reality

. How do You Select A 3d Object?

13. Which of them should be set on the top
bar to make VR image?

A)Cycles Render

B)Blender Game

C)Blender Render

D)Engine

14. is enhanced virtual objects
overlaid on our physical world.
A)Augmented Reality

B)Mixed Reality

C)Virtual Reality

D)Physical Reality

15.Can you do video compositing with
Blender?
YES NO

16.What are Vertices?







Figure 3.1.1. Virtual machine
icon

Keep in mind |§

You can have several
virtual e
installed on
system.

Process
become popu
the Java program
language, which s
implemented using the
Java virtual machine.
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SHN VIRTUAL MACHINE

How we can use
several operating
systems on

one computer
system?

e runs as a normal application inside an
> process.

ical machine resources between different virtual machines,

running its own operating system. The software layer
oviding the virtualization is called a virtual machine monitor
or hypervisor.

OF HYPERVISORS

Depending on where you want a hypervisor to run, we can make a
distinction between two types of hypervisors:

Type 1 Hypervisor (Figure 3.1.2) is a hypervisor thatinstalls directly
onto a computer. There is no host OS and the hypervisor has direct
access to all hardware and features.

Type 2 Hypervisor (Figure 3.1.2) requires a host OS and is often
treated as installed software inside the host. That's why it hasn't got
direct access to hardware.



Hypervisor or Virtual Machine Monitor (VMM)
Hardware-assisted
WP" TYP'i virtualization was first
Native (bare metal) Hosted introduced on the IBM
System/370 in 1972, for
use with VM/370, the
virtual machine
i system

Hardware

4%

Hypervisor

Hardware
;

Hypeg’v' 0

Write at least three advantages a
system virtual machines.

Activity

difference
4. Explain the diffe

&5 | Terminology

virtual machine - BupTyangel MalMHa - BUPTYaibHasa MaLUMHa
hypervisor - rneps13op - rMnepsr3op

native - >xeprinikTi - poAHON

host - xoct - xocT

ce between types of hypervisors
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Figure 3.2.1. Oracle VM
VirtualBox icon.

Figure 3.2.3. VMware
Workstation icon.
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SWAl VIRTUAL MACHINE APPLICATIONS

How we can
create a virtual
machine on the
computer?

VIRTUAL MACHINE APPLICATIONS

Virtual Machine Application is oftware de d to create
virtual machines on the computer em. The most
Applications are shown below:
¢ Oracle VM VirtualBox (Fi

or later versions), any Linux

it's free.

orks on Windows (from XP
OS. In addition,

free trial and $7 rkstation (Figure 3.2.3)
for Windows or. i se. These two products

0 a machine emulator. But QEMU
it's free.

- Microsoft
mm Hyper-V

Figure 3.2.5. Microsoft Hyper-V icon.

Name of VM Advantages Disadvantages
Application (at least 2) (at least 2)

1 | Oracle VM VirtualBox

VMware Fusion

VMware Workstation

QEMU
Microsoft Hyper-V

2
8
4 Parallels Desktop
5
6




CREATING YOUR FIRST VIRTUAL MACHINE ¥ Oracle VM VirtualBox Manager

1. Download suitable for your OS VirtualBox version from File MsCnE] Help
www.virtualbox.org and install it. Q2 New. Ctrl+N
2. Download Ubuntu from ubuntu.com 5P Add.. Ctrl+A
3. Open VirtualBox, then on Machine tab press the New option
(Figure 3.2.6) Figure 3.2.6. Creating the

new VM

4. On the opened window type Name as Ubuntu, choose Type as
Linux and Version as Ubuntu (64-bit) (Figure 3.2.7)

5. Select the amount of memory (RAM) in MB to be allocated to
the VM (Figure 3.2.8)

6. Select the hard disk option as ‘Create a virtual hard disk
now’, and hard disk file type as VDI (VirtualBox Disk Image)
after indicate the filling way of the hard disk as ‘Dynamica
allocated’

7. Choose the VM file location and size of it (Figure 3.2.9)

8. Select Ubuntu VM, press Start and point the location
OS (Figure 3.2.10)

9. Press Start, and at the new window choose Insta
option

10. Follow steps of installation

11. Congratulations you have created your VM

Name and operating system

& | Literacy

1.What is VM
application?

2.What are the
advantages of
using Oracle VM
VirtualBox?

[[hex ]| conce 3.What is the main
difference between
VMware Fusion and
Workstation?

4.What are the
differences between
Parallels Desktop,
QEMU, and
Microsoft Hyper-V?

Please choose a descriptive name and destination folder for the new virtual
machine and select the type of operating system you intend to install on it.
The name you choose will be used throughout VirtualBox to identify this
machine.

Name: [Ubuntu

Machine Folder: | C:\sers\admini¥irtualBox VMs

Type: |Linux

Version: | Ubuntu (64-bit)

Figure 3.2.7. Ne Figure 3.2.8. Selecting amount of
memory

..... oft Office 2019 Professional Plus

ush 3 creato
WiRAR 570 Ru Enge Uk

G Adobe Premiere Pro CC 201711 11111

% BELOFFdp 201933

B edubuntu 14045 dud-amdt

© b 18041 desktop-amdst
B Wi Utimate 5P1

S Windows TORU-EN.xi6-x64 i+ -Ofice,
& Windows_7.54bit Uimate.1u

@ WINDOWS.7_PRO_O, IS AND_GE_GSP.. 4fn Unraso
5 rer counsiorep |,

[ At 4 o

85| Terminology

workstation - >kyMmbIc

o [omn] | omee CTaHUMACK - pabouag
CTaHums
Figure 3.2.9. Choosing the VM file Figure 3.2.10. Pointing the o

machine emulator -
MaLluHa aMynaTopsbl -
SMYNIATOP MaLUVHbI
allocated - 6eniHreH -
BblJe/1eHHbII

location and size of it location of Ubuntu OS

65



SN CHARACTERISTICS OF THE MAIN COMPONENTS OF TABLETS

What are the main components of tablets?

characteristicsofthe |  TABLET MAIN COMPONENTS
main components of

A tablet is a wire

touchscre

personal computer with a
e tablet consists of various

put device responding to fingertips that
unicate with the device in a user-friendly
ost common types of touchscreens:

The idea of table
computing is genera

Projected Capacitive

Protective cover Electrode pattern layer
Electric field

Transparent layer X
Transparent electrode layer Y

Glass Transparent Glass stllbs(rale
electrode film

Spacer dot

Figure 3.3.3. Aresistive touchscreen  Figure 3.3.4. A capacitive touchscreen

* a resistive touchscreen (Figure 3.3.3) is pressure-sensitive, so it
relies on the pressure you place on the screen

* a capacitive touchscreen (Figure 3.3.4) uses the electrical
properties of the human body to change an electrostatic field on
the screen

SCREEN

Figure 3.3.2. Apple

Computer's Newton A screen uses graphic media to display information in a human-
readable form. The size and resolution are two important
characteristics of the screen.
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MOTHERBOARD

The motherboard is a “skeleton” that connects all the tablet's
components. It has two sites:

a. the inner side (Figure 3.3.5) hosts conducting circuits of the
electric network, such as:

Figure 3.3.5. The inner side of the motherboard. 1. CoaXial'cable 2. Speake
(buzzer) 3. Charge connector 4. Mini-HDMI conngetor 5. Micrg=UsB
connector 6. Microphone 7. Memory card connectof 8. Handsfre eonnector
9. Tablet power button

b. the outer side (Figure 3.3.6) hosts various ic ele

micro electric circuits, and conneg

Figure 3 he outer side of the motherboard. 1. Bluetooth operation
module, W nd FM-radio units 2. ROM 3. Power management chip 4.
CPU 5. RAM 6. Touchscreen controller 7. Primary camera connector 8. Front
camera connector®. Display connector 10. Touchscreen connector

BATTERY

Rechargeable batteries provide portability, and they are different
in their chemical makeup, voltage, capacity, and size

CASE

Tablet casing, which, is usually composed of two parts - the rear
panel, and the front panel.

Activity

Group work.
1.The first group must
write a definition of
components which
are placed on the
inper side of the

motherboard.

& | Literacy

1.What are the main
components of a
tablet?
2.What is the main
difference between
touchscreen types?
3.Name and explain
the function of
components which
are placed on the
inner side of the
motherboard
4.Name and explain
the function of
components which
are placed on the
outer side of the
motherboard

& Terminology

component -
KOMMOHEHTI

- KOMMOHEHT,
KOMMOHEHT

fingertip - caycax, yLubl
- KOHYMK nanbLa
resistive - peancrmeri -
PE3UCTUBHBIN
capacitive -
ChIbIMABUILIKTEI -
€MKOCTHBII
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S¥/W CHARACTERISTICS OF THE MAIN COMPONENTS OF SMARTPHONES

What are

the main
components of
smartphones?

A smartphone is a cellular teleph i i d computer.
Generally, the smartphone consist
3.4.1), we will list the main of them

DISPLAY
- — A display uses gra i information in a human-
E readable form. Disp, ies i tphones of today come

[25im]

a.the LCD di nology and its variations) in which
g backlight is ig you see from behind the
screen.

b.the

Figure 3.4.1. Smartphone
components

or SoC (Figure 3.4.3) is a microchip or
contains:

The first smartpk

was IBM's CPU GPU
(Figure 3.4.2),
RAM ROM
Modem Northbridge/Southbridge
INTERNAL STORAGE

Internal storage - it exists as the flash memory, ranging from 16
GB, and can go all the way up to 1 TB on some smartphones.

BATTERY

Figure 3.4.2. IBM’s Simon BatFerles provide portability, a.nd they are different in their
chemical makeup, voltage, capacity, and size.
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CAMERA

All smartphones come with a rear-facing and front-shooting
camera. A smartphone camera comprises up of three main parts:

1.the sensor (which detects light)

2.the lens (the component in which light comes through)

3.The image processor

SENSORS
There are five main sensors in a smartphone:

e 3.4.3. An example of
SoC structure

Accelerometer Gyroscope
Digital compas Ambient light sensor

Proximity sensor

Activity

Group work.
1.The first group must write a definition of co
which belongs to SoC.
2.The second group must write a defi

Practice

Fill the table with the suitable in
of each smartphone mode

Model of Front
# Tablet 03 camera | camera Batteny
1] Iphone XS
2
3
4
&5 | Terminology
5 lens - nuH3a -
O6BbEKTUB
& [ Literacy proximity sensor -
SKaKbIHABLIK, CEHCOPBI -
1.What are the main components of a smartphone? AATUNK NPUEAVKEH S
2.What is the main difference between display types? ambient light
3.Name and explain the function of components which are placed sensor - KopLUaraH
on the SoC XapeblK CEHCOPbI -
4.Name and explain the function of five main sensors on a JaTUNK BHeLLHel
smartphone OCBELLEHHOCTU
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SN TRENDS IN THE DEVELOPMENT OF MOBILE HARDWARE

What are the differences between flagship and budget phone?

GROWTH OF THE FEATURE PHONE (1999-2002)

dev .opment of

Gishil dewces * Motorola Timeport L7089 (1999) the first phone equipped with

an antenna which works on tri-band (GSM 1800/1900 Mhz)

* Kyocera VP210 (1999) the first phone wit front camera
(Figure 3.5.1) for video calling

-« Give examples which
describe teﬂden es

* Benefon Esc! (1999) the first phone
Positioning System) Navigator.

* Sharp J-SHO04 (2000) the first pho
3.5.2)

¢ Siemens SL45 (2001) the
MOBILE DATA REVOL

[ GPS (Global
of mobile dewces

hardware.

with the rear ca (Figure

B memory card

* Calypso C1250i
VolIP calls

hich supports Wi-Fi for

90 (2005) by Samsung the
works on both CDMA and

the first phone which supports NFC (Near
echnology

m Pre (2009) the first phone which supports wireless charging
FE COMPANION (2011-2014)

Optimus 3D (2011) the first full 3D phone with dual lens
Ure 3.5.4)

Motorola Atrix (2011) the first phone with a fingerprint scanner
Oppo Find 5 (2012) the first phone with Full HD Screen
SIZE MATTERS (2015-2018)

* Fujitsu Arrows NX F-04G (2015) the first phone with an iris
scanner for authentification

* Xiaomi Mi Mix (2016) the first phone with a bezel-less screen
(Figure 3.5.5)

* Sharp Aquos S2 (2017) the first phone with a notch (Figure 3.5.6)

* Vivo X20 Plus UD (2018) the first phone with an on-screen
Figure 3.5.3. LG Prada fingerprint sensor
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* Huawei P20 Pro (2018) the first phone with a triple camera
system

* Samsung Galaxy A9 (2018) the first phone with four cameras on
the rear side

* Vivo Nex (2018) the first phone with the pop-up front camera

* FlexPai by Royole (2018) the first foldable smartphone (Figure
3.5.7)

THE BEGINNING OF 5G ERA (2019-2022)

* Samsung Galaxy $10 5G (2019) the first phone with 5G networ
support

.5.4. LG Optimus 3D

* Samsung Galaxy S10 (2019) one the first phone with an ultrast
on-screen sensor

* Nokia 9 (2019) the first phone with five cameras (Figure3.5.
the rear side

Figure 3.5.5. Xiaomi Mi Mix

Infinity-U Infinity-v

Figure 3.5.6. Evolution of the notch

Fill the table with the

about the hardware
iod of time given.

Developed hardware components

@ [ Literacy

1.List names of periods of developing of mobile devices hardware
components

2.How much was the capacity of first memory card on the phone?

3.When the first waterproof phone was launched?

4.Name the first phone with a capacitive touchscreen

Figure 3.5.8. Nokia 9
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Sl TRENDS IN THE DEVELOPMENT OF MOBILE SOFTWARE

You will Why we need to update out mobile device 0S?
+ Learn about
characteristics of the
main components of GROWTH OF THE FEATURE PHONE (1999-2002)
smartphones;

* WAP (Wireless Application Protocol) technol irst time on

+ Compare phones was released on Nokia 7110 in 19

smartphones

* Predictive Text entering method was tly on Nokia 7110

according to main .

components in 1999

characteristics. + Polyphonic Ringtones (2000) for #fie first time
Sony CMD )5

dern Mobile OS
SPH-M1000

Symbian (2000) becomes the firs

s
3
%)
A
=
o)
w
2
<1}
<
1]
=
~
o
o
=
=
o7}

First Bluetooth (200
R520m

¢« MMS (2002) for

Opera Mini

Figure 3.6.1. Opera Mini icg

G SMARTER (2007-2010)

iPhone OS 1 released in 2007 (Figure 3.6.2)
Android 1.0 released in 2008 (Figure 3.6.3)
Rhdroid Market was released in 2008

+ App Store was released in 2008

Google Voice Control (2010)

LIFE COMPANION (2011-2014)

* Apple introduces Siri (2011) to the world

¢ jCloud (2011) cloud storage

+ First Facial Recognition (2011) software was on Symbian 3 OS
* Google Drive (2012)

Figure 3.6.2. iPhone OS 1 + First Heart Rate Monitor (2014) application was available on
home screen Samsung S5
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SIZE MATTERS (2015-2018)  OF@ a3

* Android Pay released in 2015 (Figure 3.6.4)
* Apple Pay released in 2015 (Figure 3.6.5)
* Huawei Mate 10 first phone which used Al (2017)

THE BEGINNING OF 5G ERA (2019-2022)

* AR navigation (2019) in Google Maps
* 5@ (Figure 3.6.6) technology in mobile apps (2019)

Figure 3.6.3. Android 1.0
home screen

| How long will it takes
| todownload 12Gb file?

pay

Figure 3.6.4. Android Pay
icon

Figure 3.6.6. 4G and 5G

Fill the table with the the software

development acco iod of time given " P
ay

Developed software components

Figure 3.6.5. Apple Pay icon

&5| Terminology

augmented reality

2011-2014

15-2018 - eHenTiNreH
LbIHANBILIK, -
JOMOJIHEHHas
peanbHoOCTbL
fa:i:al recognition
v - 6eT TaHy -
1.List names of periods of development of mobile devices software pacnosHasaHme anL,
components voice control -
2.Name the first phone with Mp3 Player JaybICTbIK 6ackapy
3.Name the first full web browsing browser - r010COBOE
4.Name the most popular mobile payment systems ynpaesneHve
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BERE CHECK YOURSELF
1. Give a definition 5. Matching
Virtual machine 1. Calypso C1250i
Host OS 2. Fujitsu Arrows NX F-04G
Guest OS 3. Kyocera VP210
Process VM 4. Vivo Nex
System VM 5. Motorola Atrix
Hypervisor 6. Siemens SL45
Type 1 hypervisor 7. Sharp Aquos S
Type 2 hypervisor 8. LG Prada

2. Complete the table

# | Name of VM Application | Host OS Price

1 Oracle VM VirtualBox

VMware Fusion

VMware Workstation

Parallels Desktop

QEMU

Ul W] N

Microsoft Hyper-V

3. Fill in the blanks

A is a personal
computer with a
A touchscreen is

sensitive, so it relies o
place on the screen

Whatis the ma
types?

What are the components of SoC?

What are the main components of the
smartphone’s camera?

What are the main five sensors in the
smartphone?

TN 7

ifference between display

6.

a. 1999
b. 2001
c. 2003
d. 2007
e. 2011
f. 2015
g.2017
h. 2018
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YNl SMART DEVICES

'ou will

« explain how the
Internet of Things
works;

evaluate the pos-
sibilities of using the
Internet of Things (at
home, manufactur-
ing).

Smart Cities, such as
Barcelona, Spain, use
sensors to control many
of their infrastructure
systems such as traffic
flow, parking, water
utilization, and hydro.

Example 1: Weight
sensors in parking
spaces allow drivers
to quickly know where
there is an available
parking spot. This
reduces driving and
idling time for the
and lowers carbon
emissions for;
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Did you know that farmers can put sensors on their crops that
tell them when to water, how much water is needed, and when to
harvest?

In our world today, there are more smart devices than there are
people. A growing number of people are conn to the Internet,
in one way or another, 24 hours a day. An ey, creasing number
of people have, and rely on, three, four, or e smart devices.
These might include smartphones, exerci ealth monitors,
e-readers, and tablets. As shown in Fi
that each consumer will have an av

How is it possible for so many de

Modern digital networks make all is possible. The world is

ital devices to

connect. They
cases automaticall
transmitted.

Figure 4.1.1. Smart city concept

HOW CONNECTED ARE YOU?

Survey 3 or 4 people: family, colleagues, and friends. Determine
how many hours they are "connected" via any device during each
day.

It is important to understand that most people born in the
1990s, will have grown up in a primarily digital world. Computers,
the Internet, mobile phones, texting, social networking are
all second nature to members of this group. This survey will
help you to recognize how much of the day is actually spent
“connected”. This will help us to see the impact this generation
will have on business and the economy.



Step 1: Create a spreadsheet similar to the one below (Figure 4.1.2).

a. Add extra rows for more information if needed.

A B C D E F
1 How Many Hours are You Connected during the Day?
2

Time in

3 Personl Age Gender Device Task hours
4 43 M Smartphone Facebook
L) Talking
6 Texting
7 Twitter
8 Fitbit Tracking exercise
9 Tablet On-line banking
10
11 Total
12 Person2 Age Gender Device Task

13

1 L1
15

16

17 Person3 Age Gender Device Task

Figure 2.

Step 2: Summarize findings.

a.What was the average amou
of your interviewees?

ce to the amount of “connected” time
do you think is the reason?

ation affect the way businesses address
processes?

&) Terminolog,

mesh - Top - ceTka
gauge - eJ/iLLeyiLll - JaTuuK

smart city - akb1Abl Kana - yMHBIA Fopog
digital skin - caHgbIK Tepi - LMPPOBONA CKUH
consumer - TyTbIHYLLbI - NOTPebUTEb

&P | Keep in mind

All digital devices work
based on computer
programs and supplied
data. Artificial Intelli-
gence implies that these
deviges are able to think
eir own. If pro-
med appropriately,
rt devices are able
uate data that is

they are provided with
sufficient data, they can

de based on the
new parameters.

Activity 1

Determine
your connected
generation by taking
this fun survey that
was created by
PriceWaterhouse
Coopers:

http://surveys.
strategyand.pwc.com/
DigitalGenerationTool/
index.php

1.What is the main
differance between
smart device and
electronic device?

2.What are the main
aims of 10T?
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A INTRODUCTION TO PACKET TRACER

Cisco Packet Tracer is an innovative network simulation and

+ learn to use packet visualization t.ool. This free software helps you to practice your

t/l‘*’écer‘ S ‘ network configuration and troubleshooting skills. You can use
S your desktop computer, or an Android or iOS based mobile device.
Packet Tracer is available for both the Linux and Windows desktop
environments.

To obtain and install your copy of Ci
these simple steps:
1.Log into your Cisco Networking
2.Select Resources from the men i jon of
your screen.
3.Select Download Packet T
4.Select the version of Pack
5.Save the file to your
6.Launch the Packet

Tracer follow

eb browser.

9.When prom
authenticate.

loying physical devices, customizing
2 those devices. After the physical

s done, then it is time for configuration of
nect the devices.

tep 1: Open the Deploying and Cabling Devices Packet Tracer
Students co ~ file. Download DeployingandCablingDevices.pkt file. Double click

: on the file to open it. You should be presented with a screen
ilar to that shown in the figure. If the file does not open, make
you have properly installed the Packet Tracer application
rogram.

EERSO0L i @a¢F1 QQaQaoE BFE ?
2Qas E/ meg¢ om

O veni( (YO C
for a job inte

+ Examine the im
of adding new
technologies into

rc3

Switcho Switchl

existing network w = o s
designs.

+ Build their skills for s s
jobs in the Internet of
Things. Figure 4.2.1.
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Step 2: Learn how to Deploy Devices and Cable them in Packet
Tracer.

1.The first task in this activity is to practice using the Device-
Type Selection Box.

e e e e e e L L

4321 1941 2901 2911  |81910X BI9HGW | 829 1240  PrRouter PTEmpty = 1841 = (2620XM (2621XM | 2811

Figure 4.2.2.

The top row of icons represents categories of devices and the
bottom row represents subcategories. Point at the top row of
icons slowly and look at the Label box between the rows, the
names of the categories will appear. Now point at the lower ro
icons and you will see their names appear. In this activity we wi

S Emy e

Figure 4.2.3.

@ | Literacy

1.Whatis an
advantages of using
virtual environment?
2.Explane the steps
of creating a simple
computer network?

&%4| Terminology

appropriate
- KOslasbl -
COOTBETCTBYHOLLNIA
deploying -
: > OpHanacTbIpy -
g o 2080- 24T 4 paseepTbiBaHme
PC-PT cabling - ka6enb
PC4 .
KYPrisy - npokiagka
Kabend
- prompted -
o LaKbIpblIFaH -

R nogckasaHo
: L0 Bl : sharpen - kalipay -
YIm s we =0y 18 N ™ TouNTh
PC Laptop Printer  IPPhone Device  Phone ™ . 3
impact - acep -
Figure 4.2.4. BO3JeNcTBIrE
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'ou will

« learn the types of
computer networks.

80

ZCH NETWORKING IS THE FOUNDATION

How are you
connected to the
global network?

Simple networks in,
They also enable thé's

firough their connection to
1sed on an even broader scale

e a bit confusing. There are many types

V' their geographic size, by the number of
they connect, and by whether they support

etworks can also be characterized by their

ONAL AREA NETWORK (PAN)

‘Personal area networks are small networks where connected
v reless devices are within personal reach. Connecting your
mactphone to your car using Bluetooth is an example of a PAN.

AL AREA NETWORK (LAN)

LANSs are typically networks in a small or local geographic area,
such as a home, small business or department within a large
corporation. LANs can connect two or more devices, including
computers, printers, and wireless devices. LANs provide access to
larger wide area networks (WANs) and the Internet.

WIDE AREA NETWORKS (WANS)

The term WAN typically refers to a collection of LANs that
provides inter-LAN and Internet connectivity for businesses and
governments.



INTERNET

The Internet is a multi-layer global network system that connects
hundreds of millions of computers . The Internet is not owned by
any one person or organization. This large system is comprised of
multiple local and global networks serving private, public, business,
academic, and government purposes.

1.Test Network Connectivity Using “ping” command.

[MacBook—Pro-Yerzhan—4:~ shaniyev$ ping astanakitap.kz
PING astanakitap.kz (185.98.7.168): 56 data bytes
bytes from 185.98.7.168: icmp_seq=0 ttl=53 time=35.068
bytes from 185.98.7.168: icmp_seq=1 tt1=53 time=35.334
bytes from 185.98.7.168: icmp_seq=2 ttl=53 time=35.116
bytes from 1B85.9B8.7.168B: icmp_seq=3 ttl=53 time=34.984
bytes from 185.98.7.168: icmp_seq=4 ttl=53 time=35.456

—— astanakitap.kz ping statistics —
5 packets transmitted, 5 packets received, 0.0%
round-trip min/avg/max/stddev = 34.9B4/35.192/

Figure 4.3.1.

2.Trace a Route to a Remote Server Using W
(“traceroute” on Mac & Linux).

MacBook-Pro-Yerzhan—4:~ shaniyev$ traceroute a inakitap.kz

traceroute to astanakitap.kz (185.98.7.168 64 hops max, 52 byte |
192.168.88.2 (192.168.88.2) 3.857 m 8.976 ms 2.85
192.168.0.1 (192.168.0.1) 1.141 ms 1.181 ms 1.844 ms
82.200.242.216 (82.200.242.216) 13.873 ms 14.701 ms 8.697 ms
95.59.172.88.static.telecom.kz (95.59.172.88) 17.756 ms 18.289 ms 21.189

.59.172.47.static.telecom.kz (95.59.172.47) 20.728 ms 8.341 ms 17.835

.59.170.135 (95.59.170.13 17.855 n 25.287 ms 18.656 ms

.59.174.81 (95.59.174.¢ 3.162 ms 9.338 ms 20.722 ms

.59.170.132 (95.59.17 35.9 ms 31.950

.47.145.100 (92.47.145. 3.9 ms

.47.150.197 (92.47.150. 74 ms

.47.151.205 (92.47.151. 32.8 ms

.47.150.197 (92.47.150. . ms

.218.110.241 (89.218 @.241 33.129 ms 31.944 ms 33.599 ms
filter.hoster.kz (89.218 1} 33.413 ms 34.557 ms 34.937 ms
pkz35.hosts (185.98. 68) 35.766 ms 32.521 ms 33.715 ms

broader scale - keH
MacLUTab - LUMPOKNA

one area Ol

‘dcity to another location in a city far away? MacLTab
2.What is the acrohym for the network type that allows a personal consolidation -
fitness monitor te connect to a smartphone? LIOFbIPAAHABIPY -
3.What is described as the network of networks and is the largest yKperiieHue
network in the world? ping - NUHI - MUHP
4.What is the acronym for a small business network that might acronym - akpoHUM -
connect 3 PCs and 4 wireless devices? KbICKApTy
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'ou will

» learn how to create
and manage your
own network.

82

iyl CREATE A SIMPLE NETWORK USING PACKET TRACER

ADDRESSING TABLE

Device Interface IP Address Subnet Mask Default Gateway
PC Ethernet0 DHCP 192.168.0.1
LAN 192.168.0.1 255.255.255.0

Wireless Router

Internet DHCP
Cisco.com Ethernet0 208.67.220.220

Server
Laptop WirelessO DHCP

Part 1.
Build a Simple Network in
Step 1. Launch Packet Trac
Step 2: Build the topolo

| Topology Workspace

ace.
etwork devices to the
workspace as sh .To place a device
onto the work se a device type from the Device-
Type Selection b sired device model from

that location. If you want
ancel icon for that device.

Cloud-PT
Cloud0

Figure 4.4.1.

b. Add the physical cabling between devices on the workspace
Using the device selection box, add the physical cabling
between devices on the workspace as shown in the topology
diagram.The PC will need a copper straight-through cable to
connect to the Wireless Router. Select the copper straight-
through cable in the Device-Selection box and attach it to the
FastEthernetO interface of the PC and the Ethernet 1 interface
of the Wireless Router.The Wireless Router will need a copper
straight-through cable to connect to the Cable Modem. Select
the copper straight-through cable in the Device-Selection box
and attach it to the Internet interface of the Wireless Router and
the Port 1 interface of the Cable Modem.The Cable Modem will
need a coaxial cable to connect to the Internet cloud. Select the



coaxial cable in the Device-Selection box and attach it to the Port
0 interface of the Cable Modem and the coaxial interface of the
Internet cloud.

The Internet cloud will need copper straight-through cable
to connect to the Cisco.com server. Select the copper straight-
through cable in the Device-Selection box and attach it to the
Ethernet interface of the Internet cloud and the FastEthernetO
interface of the Cisco.com server.

Part 2:Configure the Network Devices
Step 1: Configure the Wireless Router

a. Create the wireless network on the Wireless RouterClick o
the Wireless Router icon on the Packet Tracer Logicalworkspa
to open the device configuration window.In the Wireless Router
configuration window click on the GUI tab to view confi ion

to be changed from the default is the Network
Here, type the name “HomeNetwork” as shows

Wireless

Network Mode:
Network Name (SSID):
Radio Band:

Wide Channel:
Standard Channel:

SSID Broadcast:

@ [ Literacy

e Wireless Router 1.Explane the steps
2less Router GUI.In the DHCP of changing SSID on
abled button is selected wireless router?
Idress of the DNS server as 2.What is the function
of a DNS server?

b. Configure the Ir
Click on the Setup

Automatic Configuration

Optional Settings
(required by some
internet service

&5| Terminology

straight-through - Tike

providers)

- CKBO3HOW
Router IP IP Address: 192 . 168 .0 s | router -
Subnet Mask: 255.255.255.252 B MapLIprTVIBaTOp _
T S O R e Egg;faﬁ cable -
Start IP Address: 192.168.0. 1 KOaKCManAbI Ka6e}'|b -
Figure 4.4.3. KOaKCKasibHbIN Kabesb
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You will

« explain how the
Internet of Things
works.

this type of de
they can strea
production and ta
their marketing and
advertising to specific
areas or audiences,
promotes creation

of new business
opportunities and
marketing ideas.
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Rl \WHAT IS THE10T?

STQ

THE INTERNET OF THINGS

The Internet of Things (I0T) is the connection
devices and sensors connected to the Interne
devices and sensors collect and share data
by many organizations. These organizatio

millions of smart

se and evaluation
ude businesses,

wireless networks. Previously inani
or light bulbs can now be equipped

Researchers estim

magine a new intelligent sensor
any devices have sensors in them that affect the operation
of processes or generate data to assist governments and
businesses. Use your imagination to think of devices that could
be made more useful if they contained intelligent sensors.
Think about your day in your home, school, or office. Are there
any objects that you think could provide useful information
to you or to others if they were equipped with sensors? As an
example, if the toilet roll holder in your home had sensors to
detect weight, it could turn red and beep when it needed a new
roll.
a. Describe the object that you selected.
b.What kind of data would sensors in this object gather?
¢. How could the gathered data be useful and to whom would it
be useful?



Activity

Advantages and Disadvantages of 10T Devices
Many devices have sensors in them that affect the operation

of processes or generate data to assist governments and

businesses. Do their advantages outweigh any disadvantages?
Answer the following questions.

a.Describe some of the advantages for including sensors in
parking spaces in a municipal parking garage?

b.What type of data could sensors pull from your smart TV? From
your fitnesswearable?

¢. What might the data, from your previous answer, be used for?
Is the use a good thing or a bad thing?

I

s @il
INTERNET OF

- o

Anybody Anywhere Any Business

efits, better
home and family security, and rec
systems. They can enjoy more va

a teenage driver can reach h of an older

. improves efficiency, and improves
processes and operations.
by predicting maintenance

connected to the internet?
3.What type of device could allow a refrigerator to place a
replacement order for an item contained within it?

7y and heating
mit the speed

Cities have the
ability to control traffic
patterns based on
time of day or major
events, monitor and
control garbage and
ing, monitor
th and housing
s, and evaluate

&,| Terminology

evaluation - 6aranay -
OLeHKa

inanimate - xaHcbI3 -
HeoAyLLEBIEHHbIN
equipped -
XabaplKTanfaH -
060pyA0BaHHbI
actuators -
KO3AbIPFbILLTap -
npuBoabl

pacemaker -
KapANOCTUMYNATOP -
KapAnoCTUMYAATOP
gathered - xxuHanfaH -
cobpaHo
manufacturer

- BHAIPYLLI -
npov3BoAMTE b

85



You will

« evaluates the
possibilities of
using the Internet
of Things (at home,
manufacturing).
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NGl EXPLORE SMART HOME

HOW ARE 10T DEVICES CONNECTED TO THE NETWORK?

A sensor needs to be connected to a network so that the gathered
data can be stored and shared. This requires either a wired Ethernet
connection or a wireless connection to a controller. Controllers are
responsible for collecting data from sensors and providing network
or Internet connectivity. Controllers may have ability to make
immediate decisions, or they may send dat more powerful
computer for analysis. This more powerf uter might be in
the same LAN as the controller or migh cessible through
an Internet connection.

Sensors often work together wit :
Actuators take electrical input and physical
s excess heat in a room, the
sensor sends the temperatu microcontroller. The

microcontroller can send. the ch would then

The majority of n i wearables, implanted
pacemakers, air i ater metersin a
farm field all re

luator and sensor representations with a
on to the controller. All are contained in a

Packet Tracer has a wide variety of sensors and smart devices
at will allow you to design smart homes, smart cities, smart
actories, and smart power grids.
o locate the available sensors and smart devices, select End
evices from the Device Selection box at the lower left-hand
side of the screen. Next, select the subcategory Home. In this
ubcategory, you will see many loT devices including an air
conditioner, ceiling fan, coffee maker, and CO detector. These
devices can be connected to your network wirelessly or with a
physical cable.

To connect the devices to your network, you need a home
gateway or registration server. To find a home gateway, select
Network Devices from the Device Selection box and then select
Wireless Devices from the subcategories.

To control the devices, you have two options:
1.You can interact directly with a device. Hold down the Alt key

and at the same time click on the device to turn it on or off.
2.You can connect remotely over the network. Using a remote



PC, tablet or smart phone, use a web browser to connect to the
home gateway or registration server. From here, you can turn
the devices on or off using the features of the home gateway or
registration server.
To configure devices, click on the device to open it. After it is
opened, multiple tabs are displayed:
+ Specifications - describes the features, usage, local and remote
control of the device
+ Physical - available modules and power connections
+ Config - shows display name, serial number, network
configuration, and loT server
Attributes - displays the device attributes such as MTBF, power
consumption, and cost
To configure the home gateway, click on the device. Within t
device multiple tabs are displayed:
+ Physical - available modules, and power
+ Config - shows display name, interfaces (Internet, LA
wireless) to be configured
+ GUI - shows services to be turned on/off
+ Attributes - shows features and values relatedto device such
as mean time between failure (MTBF), cost, wer sounces, and
wattage

shutterst-

@ | Literacy
1.What is the main

&y | Terminology factors that made up

smart power grids - akbiIAbl 31eKTP Xeninepi - yMHble smart home?

Figure 4.6.1.

3/1eKTpoceT 2.What allows
gateway - LUO3 - LLUAIO3 digital devices to
interconnect and

features - MymKiHAIKTEp, epeKLuenikTepi - GyHKLNY, OCOBEHHOCTN

gathered data - xuHanrFaH ManiMeTTep - CobpaHHble AaHHbIe transmit data?
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“Wl EXPLORE THE EXISTING SMART HOME NETWORK

EXPLORE THE EXISTING SMART HOME NETWORK

In this lesson you will open a Packet Tracer file with an existing
home network, explore the devices on the network and then add
additional wired and wireless loT devices.

Step 1: Download and open the Smart_
from the link below.

e_Network.pkt file

https://github.com/astanakitap/iot
Step 2: Explore the Smart Hom

a. Explore IoT end devices.

iptive name of the device is displayed at
>-Specific Selection box. Take a moment

SN om =

Smoke Detector

Figure 4.7.2.
xplore the Smart Home network.

In the Logical workspace is a pre-built smart home network
hat consists of many wired and wireless 10T devices,and network
infrastructure devices.When you place your cursor over a
device, such as the Smart Fan, an informational window opens
containing basic network information about that device.

Figure 4.7.3.
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To turn on or activate a device, simply hold down the Alt key on
the keyboard and then left-click the device.Try this on each of the
smart devices to observe what they do.The smart home network
also consists of infrastructure devices such as a home gateway.
Click the Home Gateway icon to open the Home Gateway

The Physical tab is selected by default and shows a picture o

Figure 4.7.4.

the Home Gateway.

MODULES

Physical  Config GUI  Attributes

Zoom In

en in the left pane click LANto
Home Gateway.Write down the IP
for future reference.

1.How to get basic
information about
device in Packet
Tracer?

2.What is the steps for
activating or turning
on a device in Packet
Tracer?

&%4| Terminology

locate - opHanacTeIpy
- pa3MecTuTb
descriptive -
cunarTaMansik, -
onuncaTebHbIA
workspace - XxymbIc
KeHicTiri - pabouee
MPOCTPAHCTBO

smart fap - aKbl1Abl
— KeNACTKIL KYpbINFL -
AN LAN Settings YMHbI BEHTUAATOP
Wireless IP Configuration customize - opHary -
IP Address 192.168.25.1 HacTpouTb
Subnet Mask 255,255.255.0 subnet mask - iLLKi
>KeJli Mackachl - Macka
Figure 4.7.6. MOACETI
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EXPLORE THE EXISTING SMART HOME NETWORK

Step 1: Cable a device to the network

a. In the Device-Specific Selection box,click the Lawn Sprinkler
icon and then click in the workspace where yoli would like to
locate the Lawn Sprinkler.

b. Cable the Fire Sprinkler to the Homg vay. In the Device-
Type Selection box,click the [Connectig i
a lightning bolt).Click the Copper Straig
type icon in the Device-Specific Se ¢
Sprinkler icon and connect one e inkler's
FastEthernetO interface. Next,click
connect the other end of t :
interface.

By mMBd - =.5000"om =wimen

LT T —

Figure 4.8.1.
2: Configure the sprinkler for network connectivity

. Click the Lawn Sprinkler device icon in the workspace to
pen the device window. Notice that right now the name of the
awn Sprinkler is a generic 10T0.The device window will open to
pecification tab which gives information about the device
w can be edited.

® 1010 - m} %

Spedifications Physical Config Attributes

Lawn Sprinkler
A Sprinkler for Lawn.

Features:

- Registration Server Compatible
- Raises the water level

Figure 4.8.2.
b. Click the Config tab to edit the device configuration settings.
In the Config tab,make the following changes to Settings:
+ Set the Display Name to Sprinkler1 (notice the window name
changes to Sprinkler1)
+ Set the |oT Server to Home Gateway



"W Sprinklert

Spedfications  Physical

Config  Attributes

GLOBAL
Settings
Algorithm Settings
Files

Display Name |Sprinkler1
Serial Number PTT08108279

Global Settings

INTERFACE

FastEthernet0 FuEONS UNY.

) pHep
(@) static
Gateway \
DNS Server |

Gateway/DNS 1Pv6

O oHe

) Auto Config

(@) Static

1PV6 Gateway |
IPv6 DNS Server |

ToT Server
() None
(®) Home Gateway
() Remote Server

Figure 4.8.3.
Click FastEthernetO and change the IP Configurati

Py FastEthemetn
Setings Portstate
Algonthm Settngs | | Bendwdm
INTERFACE Puptex
FosEthemetd | | MAC Address %9 A72 8882
1P Configuraton
@ once
O stane
Defauit Gatensy
P adsess
Subret Mask

¢. Verify that the sprinker is o
Gateway from the Tablet.

Rl |hetp://192.168.25.1

Home | Conditions | Editor | Log Out

Smoke Detector

Garage Door

Door

+ @ Temperature Meter (PTTO8104K68)
+ @ Smart Coffee Maker (PTT08107X89.
+ @ Smart Fan (PTTOB109REZ)

+ @ Smart Lamp (PTTD810VDZ))

+ @ Sprnkier] (PTT08108279)

Step 3: Experiment by adding other types of [oT devices to the

smart home network.

Figure 4.8.6.

Temperature Monitor
Apphiance

Geiling Fan

Light

Lawn Sprinkler

& [ Literacy

1.Describe how does
smart home device

‘work?
2.What kind of
information shown

on monitor window?

&5| Terminology

lawn sprinkler

- Kerangapra
LalbipaTkbIL -
pas6pbizrmBartess
ra3oHOB

fire sprinkler - otka cy
LUALLKBILL - TOXapHbIA
CpUHKIEp
compatible

- yinecimgi -
COBMECTUMbIW
configuration -
KOHPUIrypaLmaACh -
KoHbUrypaums
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ADD WIRELESS 10T DEVICES TO THE SMART HOME NETWORK

Step 1: Add a wireless device to the network

a. In the Device-Specific Selection box click the Wind Detector
icon and then click in the workspace where ould like to
locate the Wind Detector.
Time: 02:05:17 | [Power Cyc Devices[[Fast Forward Tme|

e Ll dnl- T T jom . §
= T ES |(

*'*| Figure 4.9.1.
b. Add wireless module to i ick the Wind
Detector icon in the w, ice window

In the bottom right ice window,click the
Advanced button. visible at the top of

Spedfications Programming Attributes

0
0
[ Buitt-in

[ show

(®) Smart Device ) Component

ol 3] (93] 0| o

Figure 4.9.2.

ang ork Adapter drop down list to PT-IOT-NM-1W,
ich is a wireless adapter.

onfigure the Wind Detector for the wireless network.Click

e Config tab. Change the Display Name to Wind_Detector and
change the loTServerto Home Gateway.

¥ Wind Detector a 1 | X

Spedfications  1/0 Config  Physical ~ Config  ThingEditor  Programming  Attributes

GLOBAL
Settings
"gm"::":m"gs Display Name |Wind Detector

e Serial Number PTT0810GQQZ
Wirslessd Gateway/DNS 1Pvé
® pHCP
_) Static
Gateway
DNS Server

Global Settings

Gateway/DNS 1Pv6
® pHeP

") Auto Config
) static

IPV6 Gateway
IPV6 DNS Server
IoT Server

) None

(®) Home Gateway

Figure 4.9.3.




Next click WirelessO in the left pane. Change the Authentication
type to WPA2-PSKand inthe PSK Pass Phrase box type mySecretKey.
These are the wireless settings from the Home Gateway.

A wireless connection should be formed between the Wind
Detector and the Home Gateway.

d. Verify the Wind Detector is on the network.

Log into the Home Gateway from the Tablet.

¥ Tavler - o x =
Figure 4.9.4.

Physcal  Confip  Deskiop  Atwbutes  SofwarefSenicas

AL [hitp://192.168.25.1 co
Home Gateway Login

Usemame: jadmin

Dassword [seeed] |

Submit

Figure 4.9.5.

The device Wind Detector should now appear in
Devices list

¥ Tablet

Config Desktop Attributes

Physical

< | > URL |http://192.168.25.1/home.htmi
10T Server - Devices

» @ Smoke Detector (PTT8101306)

+ @ carage Door (PTT0810QU0E)

» @ Smart Door (PTTOB101WMS)

+ @ Temperature Meter (PTT08104K88

+ @ Smart Coffee Maker (PTT08107XEP)
» @ Smart Fan (PTT08109RE7)
» @ smart Lamp (PTT0810V02))

» @ sprickder1 (PTT08108279)

+ @ Wind Detector (PTT081060g

Practice 1

er types of 10T devices to the

@ | Literacy

1.What is the
wind detecto e/l AeTeKTOPbI - 4EeTEKTOP BETpa differance adding
workspace - xyi (EHiCTIr - paboyee NPOCTPaHCTBO wireless and wired
wireless module - cbiMCbI3 MOAY/b - 6eCNPOBOAHON MOAYb devices for a smart
power cycle device - KyaT LMK/IbI - YCTPOUCTBO LMKIA MUTaHWUA home network?
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ZNI0N CONNECT AND MONITOR 10T DEVICES

PART 1: CONNECT A HOME GATEWAY TO THE NETWORK

Practice 1

Step 1: Adding a home gateway

Wireless Devices
e Home Gateway

a. Select the Home Gateway device. Click the
icon in the Device-Type Selection box. Clic

device.

Time: 00:01 ;;[7‘/‘“"7\

FEI LT L
f‘id-g‘)l

GNP prysical)c essvane

oth ends of the cable should have green
e linkis up.

Figure 4.10.3.

. (© ]
%',9%';—’)? ﬂ m-ll;. |11 < \T] l
Figure 4.10.4.

Step 2: Add devices to the home wireless network

S - ES

a. Add a wireless adapter to the Fandevice. Click the Fan icon in
the workspace to open the Config tab and then click the Advanced
button in the bottom right corner of the window. Notice that the
tabs at the top of the configuration window change. There are
now more tabs. Click the I/0 Config tab and change the Network
Adapter type to the PT-IOT-NM-1W wireless adapter.
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® e ¥ loT0
Specifications 1/0 Conﬁa Physical Config Thing Editor Programming Attributes

Network Adapter PT-I0T-NM-1CFE
Network Adapter 2 None
Digital Slots 1 =

Analog Slots 0 -

USB Ports 0 <

Bluetooth | Built-in

Desktop Show

Usage © Smart Device Component

Figure 4.10.5.

b. Change the display name of the Fan device. Click the Conf
tab. In the Display Name box, type Ceiling Fan.

LN ) B Ceiling Fan

Specifications 1/0 Config Physical C onﬁg Thing Editor Programming Attri

GLOBAL
Settings Display Name IClillng Fan
Serial Number PTTO810HSIW-

Algorithm Settings

Files

INTERFACE
FastEthernet0 © static

DNS Server

Gateway/DNS IPv6
~ DHCP
~ Auto Config

© static

is connected to the wireless
nfig tab, click the WirelessO interface

ID box. Verify that the DHCP

ation settings, the IP address is
It gateway is 192.168.25.1. This

d. Connect th r and the Lamp to the wireless network
following the same steps used for the fan.

& | Literacy

1.Describe how to connect and monitor |OT devices?

&5| Terminology

straight-through
cable - Tikenein ka6enb
- NpsIMOol Kabesnb

slot - ysiLbIFLl - CIOT
specification

- cunaTramachl -
cneundburkaums
indicate - kepcerTy -
yKasatb
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Ul MITAPP INVENTOR. USER INTERFACE

MIT APP INVENTOR

MIT App Inventor (http://ai2.appinventor.mit.edu/) is a software
development tool for OS Android, which requires the Java and
Android SDK programming language to be easily understood by the
elementary basics of algorithmization.

o use. You don't have

MIT App Inventor 2 is intuitive and si
i ild awesome apps

to be an expert in programming or de
that can do useful stuff. The code is d
blocks.

1.Go to http://appinventor.g
Apps button.
2.Next, click on Start ng ject ' sure below.

g/ Trash  Gallery Guide Reportanissue  Engiish

Create n \pp Inventor project

Figure 4.11.2.
ick OK. Your project is automatically saved.

If you go to Projects > My Projects you can see all your saved
ojects.

exmr T
oo cTres ]
My Projects
I test Jan 6, 2020, 4:21:49 PM Jan 6, 2020, 4:21:49 PM No I
Figure 4.11.3.

Click on the project name to open the app builder.
DESIGNER

You'll be presented with the Designer tab as shown in the following
figure.
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L& MyProjects»  Connects Bullde Settngse Helpw  MyProjects ViewTrash Gallry Guide Reportanissue  English~
s Screent « | Add Screen .. | Remove Screen Designer | Blocks
bianed 3) | | consonsiin | ] 5
- Display hidden components in Viewer Maaaai Screenl
% Phone size (§05,320) 3 [
@ sutton
AccentColor
W CheckB: B Default
[ Datepicker AlignHorizontal
Left: 1+
@ mage
Alignvertical
\| Label Top:1+
ListPickes AppName
tost
= stview
BackgroundColor
b Notifier [ efauit
i PasswordTexts Backgroundimage
W side
BlocksToolkit
B spinner ik
@ Switch
TextBox
- Rename  Delete
imePicker
@ WehViewer ot

At 1) you select whether you are on the Designe
Editor tab. With MIT App Inventor you have 2 mai
and Blocks. The designer gives you the ability,
text, add screens and edit the overall app lo

The Blocks section allows you to create ¢
your app, so when you press the buttons it actu
with that event.

2) The Palette contains the compo
buttons, sliders, images, labels, etg

3) It's the Viewer. This is where
the app look.

4) Components. You can see all
and how they are organize
5) Properties. This is w
like color, size and ot

BLOCKS EDITOR

ponents’ properties

elp~  MyProjects  ViewTrash  Gallery ~Guide  Reportan issue English +

&4 | Terminology
inventor -
Moo eHepTarnkpILL -
: n3obperaresb
o ® intuitive - nHTyUTVBTI -
oW ® WHTYUTUBHO
] [ & stuff - sarTap -
- N - o
Lo Do ———
Upload File ... < v
.

nepa vaa Yeck

Figure 4.11.5.
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“avl ANDROID APP - RGB LED WITH ARDUINO AND BLUETOOTH

ANDROID APP - RGB LED WITH ARDUINO AND BLUETOOTH

In this project you're going to build an Android app to control the
color of an RGB LED with a smartphone via Bluetooth.

You're going to build the Android app using a free web based
software called MIT App Inventor 2. This is a great project to learn
how to interface the Arduino with a smartph

Here's a complete list of the parts requir,
» Arduino UNO - read Best Arduino Sta
» Bluetooth module HC-04 or HC-05
« RGB LED (common anode)
» 3 x2200hm resistor
* Breadboard
+ Jumper wires

CREATING THE ANDROI

The Android App wil free web application
called MIT App Inve : is a great place to get

r this project:

Projects » Connect ~ Build ~ Help ~

My projects

Start new project
Import project (.aia) from my computer ...

Import project (.aia) from a repository ...

RGB LED Controller

Delete Project

LED Color Save project

Save project as ...

Checkpoint
Figure 4.12.1.
CHANGE COLOR DESIGNER
N— With MIT App Inventor you have 2 main sections: designer and
Connact Blustooth blocks.
4 0 0 The designer is what gives you the ability to add buttons, add
text, add screens and edit the overall app look. Int the App Inventor
Figure 4.12.2. software the app looks like this:
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if

User tnertace

LED Cowr

Figure 4.12.3.

The app looks different in the software and in your smartpho
This is the how the app looks in our smartphone:

BLOCKS

Then, you have the blocks section. The blocks
allows to create custom functionality for your app,

Figure 4.12.6.

Projects ~ Connect »

. N e for .apk )
Screenl Add Screeg
) ¥'my computer ) Figure 4.12.4.

RGB LED Centroller

LED Color

nerated the .apk file in a previous step, you — .
nload the .apk file (which is the Android App I
that file to your smartphone and open it.

can click here t
installation file).

Follow the installation wizard to install the app. CHANGE COLOR
Turn on your smartphone’s Bluetooth. /
Discornmected
Make sure you pair your smartphone with the bluetooth module - | CormactBlustacth |
search for paired devices in your smartphone’s bluetooth settings. q o =

Then, open the newly installed app. Tap on the Connect bluetooth
button to connect via bluetooth to the arduino bluetooth module. Figure 4.12.7.
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“ARE CONTROL 2 DC MOTORS VIA BLUETOOTH

CONTROL 2 DC MOTORS VIA BLUETOOTH
(PERFECT TO BUILD A ROBOT)

In this project I'll show you how to control 2 DC motors via
bluetooth with an Android app created with MIT App Inventor 2.
MIT App Inventor is a great platform to get you started with Android
development.

To establish the bluetooth communicatio
smartphone and your Arduino, you nee
project uses the HC-05 bluetooth mod

tween your
oth module. This

This bluetooth module works wit i . ns that the
Arduino sends information and the ives it via
serial (and vice-versa).

By default the HC-05 blue rates at a baud rate of
9600. (Figure 4.13.1)

PARTS REQUIRED

* Arduino UNO -
Figure 4.13.1. » Bluetooth mo
« 1xL293D IC
+ 2x DC motors
» Breadbo

created using a free web application
IIT App Inventor is a great place to get
elopment, because it allows you to build

need a Google account to sign up for MIT App Inventor and
s the login page: http://ai2.appinventor.mit.edu.

If you go to the Projects tab, you can upload the .aia file for this
ject

T App Inventor 2

Beta Projects * Connect * Build - Help +

My projects
b_Bluetooth_App |
Start new project

Import project (.aia) from my computer ...

in / Import project (.aia) from a repository ...

Bcontrol Delete Project

l Logic Save project

Figure 4.13.2.
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With MIT App Inventor you have 2 main sections: designer and
blocks. The designer is what gives you the ability to add buttons, |2t Rttt 00 s :

add text, add screens and edit the overall app look.

The blocks sections is what allows to create custom functionality ‘ Tl

for your app, so when you press the buttons it actually does . B
something with that information. e

when Click
do cal EIEEEGNSES -StartScanning
] LaveiStatus - WText - I3

when [CITCTRLESES DeviceFound

Figure 4.13.3.

| recommend that you start by following this proj
app without modifying it.

If want to make any changes to the app, wh

J

wizard to install the app and it's done!

Figure 4.13.6.

m in the following figure to wire your

il
Arduino Bluetooth DC Motors

Connect

Disconnected

If you haven’ rated the .apk file in a previous step, you
can click here to load the .apk file (which is the Android app
installation file). Move that file to your smartphone and open it. Left Right
Follow the installation wizard to install the app. I I

Forward

Reverse
Turn on your smartphone’s Bluetooth. =
Tap on the newly installed app. Press the “Connect” button to
connect your application to your Arduino Bluetooth module. Figure 4.13.7.

Now you can easily control the 2 DC motors with your app:
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MV BUILDING AHEALTHY PLANT MONITORING APP (PROJECT - PART 1)

In this project we're going to learn how to build an app that
connects to a microcontroller called Arduino 101 via Bluetooth. You
can use this equipment to monitor various conditions (i.e., light,
humidity, temperature, moisture) that can help you track the overall
health of a plant. We will also learn how to graph this data.

Figure 4.14.2.

Let's start by connecting all DiRg to use to
our Arduino. For this pr eed Grove
shield attached to the While the Grove board
isn't necessary, it i e will also need the

following compo
* A moisture se
Figure 4.14.3. Amoisture  « Alight sensor

sensor * A humidity sensor

(Light, Humidity, and Moisture)

to the A1 slot on the Grove board
sor to the A2 slot on the Grove board.

Figure 4.14.4. Aligh

sensor )ING THE APP IN APP INVENTOR

art a new project in App Inventor and name it Healthy Plant

onitor. First, we need to set up some buttons to find and connect

o0 our Arduino over Bluetooth.

drag a Horizontal Arrangement from the Layout drawer in the

te and add 4 Buttons to it.

Rename the buttons: ButtonScan, ButtonStopScan, Button

Connect, and ButtonDisconnect

Change theirtextto "Scan", "Stop Scan", "Connect", and Disconnect”

Below the Horizontal Arrangement add a Label. Rename it

LabelStatus and change its text to "Status: "

+ Below that add another Label. Rename it Label Data and change its
text to "Data: "

» Below Label Data, add a ListView. Rename it List BLE. Next, we need
to install the various extensions we need for our app.

+ Download edu.mit.appinventor.iot.arduino101.aixand edu.mit.
appinventor.ble.aix to your computer.

» For both files, in the Palette, click on Extension at the bottom and
then on "Import extension" and then "Choose File".

+ Find the extensions on your computer and upload them.

Figure 4.14.5. A
sensor
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Next, we need to install the various extensions we need for our _

app. i oo et

+ Download edu.mit.appinventor.iot.arduino101.aixand edu.mit. J_»”
appinventor.ble.aix to your computer.

» For both files, in the Palette, click on Extension at the bottom and
then on "Import extension" and then "Choose File".

+ Find the extensions on your computer and upload them.

From the extensions list, add the following extensions to
your app by dragging them onto the Viewer: BluetoothLE,
Arduino101LightSensor, Arduino101Moisture, Arduino101Humidity,
and Arduino101RgblLcd

Palette Viewer s
User interface Oisplay hidden components i Viewer

e reck 1o see Prev ze

Drawing and Animation Sonn | | g e © | it | | Diaccvinad

Sensors siatus

Sacisl

Storage
Cennectivity

LEGO% MINDSTORMS®

Expenmental

e Drawing and Animation
Import extension

@ Adduino101 Accelerometer Sensors
uma 101 Bute

ek o Social

@ e 07 Gy

Q ad Storage

© AdunoloiLed Cormactiihy

© Adunol0lLightSensor

© Ankinal0iMaisture LEGO® MINDSTORMS®

@rduina01PragmitySensor

Experimental
@ AudunalOlRghlod
© Adunal0iseno Extension
vvvvvvvv Import extension 4__‘
Figure 4.14.8.
After they are dragg
main screen.Don't W i see an error about integers, we'll fix :
. ) e @ | Literacy
thatin a min . d to let App Inventor know which pins
2nt sensors and the LCD screen are 1.Describe what is

the purpose of each
sensor used in this
project?

Under Pin, enter only the number that corresponds .
the light sensor is plugged into on the Grove &% | Terminology

board (in this ¢ 1). humidity - aya

+ Note: You only need to set the number (1) not the letter (A) bUIFANAbUIBIFbI -

« Now, let's do the same thing for the rest of the sensors BNAXHOCTb BO3AyXa

+ Click on Arduinio101Moisture1, set its BluetoothDevice to moisture - Torpak,
BluetoothLE1and set its Pin to 2 bIIFAAALUIbIFLI -

+ Click on Arduino101Humidity1, set its BluetoothDevice to BIAXHOCTD MOUBbI
BluetoothLE1and set its pin to 4 palette - 605FbILL -

* For the Ardunio101RgbLcd1 you only have to select the Bluetooth nanuTpa
device (BlutetoothLE1); App Inventor will take care of the rest.
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SN BUILDING AHEALTHY PLANT MONITORING APP (PROJECT - PART 2)

SWITCH TO THE BLOCKS EDITOR VIEW

We want to set up the app to scan for available Bluetooth devices.
To do this, we will use the ButtonScan button to set the Bluetooth
component to start scanning, and change the status label.

+ From ButtonScan in the Blocks pane drag out when ButtonScan.

Click

° from BluetoothLE1 add call BluetoothLE

° from LabelStatus add set LabelStatus.

* From the Text Drawer add a text
Scanning”

rtScanning

pe in "Status:

.Start canning

° from Bluetooth 3 LE1.StopScanning
° from Labe atus.Text to
. Fr

' E
whe .Click
do call | .StopScanning

o LebeiStatus = Text - LI Status: Siopped Scanning |y

Figure 2.
eed to populate the device list with all the available
ooth devices

rom the BlueToothLE1 in the Blocks pane drag out when
BluetoothLE1.DeviceFound

® from ListBLE add set ListBLE.ElementsFromString to

rom BluetoothLE1 drag out and snap in BluetoothLE1.
Devicelist

“BluetoothLE1 ~ M DeviceList ~

Figure 3.
Now we need to have our Appgconnect to the Arduino over
Bluetooth, along with all of our sensor extensions.
+ From ButtonConnect in the Blocks pane drag out when
ButtonConnect.Click
° From the BluetoothLE1 Drawer add call BluetoothLE1.Connect
index
+ From BluetoothLE1 drag out and connect ListBLE.
Selectionindex(This sets the Bluetooth device to the one
picked from the list.)
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We also want to let the user know we are trying to connect to the
device.
° From LabelStatus drag out set LabelStatus Text to Status: Connected
« From the Text Drawer add a text block and type in"Status: sl P
Connecting" Moisture: 12

Scan StopScan Connect Disconnect

Figure 4.
Next we want to be able to disconnect from the Bluetooth device
+ From the ButtonDisconnect in the Blocks pane drag out when
ButtonDisconnect.Click
° From the BluetoothLE1 Drawer add call BluetoothLE1.

Disconnect
..l ButtonDisconnect - ¢ ¢
do dml BluetoothLE1 « Bs ET0 T

Figure 5.
We also want to know when the Bluetooth d
disconnects (to know pressing the button ab
* From BluetoothLE1 in the Blocks pane drag
BluetoothLE1.Disconnected
° from LabelStatus add set LabelSta
° From the Text Drawer add a text
Disconnected"
when Disconne i

o gl LabeiStatus - JY Text 3

1.Explane the code of
the project.

° fro ino101Moisture? add .
ino101Moisturel1.RequestMoistureUpdates &% Terminology

blocks pane - 610kTap

working. , , TaKTackl - MaHesb
° from Arduino101RGBLcd1 add call Arduino101RGBLcd1.SetText | gprokoB

+ From the Text Drawer add a text block and type in "Hello Plant” populate - KOHbICTaHy
° from Arduino101RGBLcd1 add call

! - 3aCeNnTb
Arduino101RGBLcd1.SetBackgroundColor color extensions - KeHeWTy -
» From the Color drawer add the Green block pacLLMpeHs

° from LabelStatus add set LabelStatus.Text to
+ From the Text drawer add a text block and type in"Status:
Connected"

label status - 6enri
Ky - cTaTyc MeTKuM
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1.

. saves money, improves efficiency,

According to Internet of Things match
the following:

Individuals
Governments
Manufacturing

and improves productivity of
manufacturing processes and
operations.

can reap improved fitness and health
benefits, better home and family
security, and reduced costs for energy
and heating systems.

monitor environmental issues, target
funding for social issues, and have
informed control of power output.

Fix the following steps in correct orde :

to obtain and install of Cisco Packet
Tracer:
__Save the file to your comp
__Launch the Packet Tracer4
program. __ Select Download
Tracer. ‘
__After installation, close and
your web browser. @
__Select the versior
you require. 4
__Loginto y §

Local Area Network (LAN)
Wide Area Networks (WANS)
Personal Area Network (PAN)

What is used to provide 10T sensors
with access to the network?
an actuator

[N 206

o

© Pop oUW

oo

CHECK YOURSELF 1l1 |

a microcontroller ¢) fog computing
a laptop

What limits the types of different
objects that can become intelligent
sensors on the Inte of Things?
availability of po i
the size of the i

kills help with
(Choose two.)

that always uses robots
that always uses sensors

. @ process that eventually eliminates

eed for human intervention

What are two requirements to connect

a smart device to a home wireless
network? (Choose two.)

IP addressing

home gateway name

URL

GUI

SSID

What is an open-source physical
computing platform that can take
input from a variety of switches or
sensors to control physical objects?
Arduino

Raspberry Pi

Beaglebone



IT STARTUP

5.1 IT startup

5.2. Crowdfunding

5.3. Promote and implement the product

5.4. Make marketing advertising. Launch marketing campaicis
Check yourself

CHAPTER




SHN [T STARTUP

You will Can you count how many hours per day you spend behind a
« describe the concept computer or mobile phone on a popular app? How about your
of Startup. friends and family members?

Let's find out what IT startups are and how imp
today in our lives?

ortant they are

In 2008, Microsoft
was the only software
company in the list of
top 10 of the world'’s
biggest companies by
market capitalization.

In 2018, 70% of the
top 10 world's biggest
companies are IT start-
ups.

artup is a com
t initiated by o

producing and distributing software

r more founders and designed to rapidly
3 product or a service that provides a
unresolved problem.

In the last 2 years,
there have been mo
data generated b
ware companies tha
in the whole b
humanity.

- Startup begins with formation of a team with complementary

Glls around an idea that solves a particular problem. The team

) ly builds minimum viable product, or a prototype, and offers
Titial users.

WA minimum viable product (MVP) is a software or hardware with
‘minimum amount of functionality to satisfy initial users, and to provide
customer feedback for further product improvement.

, FORMATION VALIDATION GROWTH
Digital platform™bas
startups dominate not

only other types of IT
startups, but most of e o, =7 °
traditional companies. B : :

Problem / Solution Fit Vision / Founders Fit

Figure 5.1.2. Startup lifecycle
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2. Validation

Founders try to achieve market validation by iterating through the
loop of target audience discovery, product design, customer feedback
and evaluation of traction.

Traction is a number of early customers that continuously use the
startup product. It is a proof that people want your product.

3. Growth

After multiple iterations successful startup founders achieve
traction. If users do not want to leave your app, it is time to start
scaling the product to the wider audience. Startup growth is
achieved by effective growth hack strategy and investor capital.

Growth hacking is a low cost marketing strategy to help startups
attract massive amount of customers in the shortest time po

Founders are dreamers and innovators

Startups usually begin by a founder or co-foung
way to solve a problem. What kind of people aré s
Founders of successful startups live in the futlre:

+ They play with cutting edge technologies a

creative products.

+ They are not content with the preser

looking to improve the world byt
their dreams and reality.

+ They are problem solvers. Sugce

a startup that improves their'p limmediate

ve problems

shutterst.ck

Figure 5.1.3. How to start a start-up

1.What is IT startup?
2.Explain 3 main startup lifecycle phases.
3.What qualities differentiate startup founders from the rest?

Activity

Divide the class into

4 groups. Each group
needs to come up
with the startup idea
using one of the
following technologies:
al intelligence,
kchain, internet of
s, virtual reality.

Analyze any 3
successful IT startups
opular apps or
ebsites) according to
the following criteria:
a.Who is the main
target audience/
users. How many
users does it have?
b.Type of technology
used (messaging,
video sharing,
streaming, ranking
algorithm).
¢. Who is the founder
of the startup? How
old is he/she? s it
his/her first startup?

&y[ Terminology

distribute - Taparty -
pacnpocTpaHaAThL
complementary
skills - TOABIKTLIPYLLUbI
Jarabinap -
JornonHsLwme
HaBbIKN

validation - Tekcepy -
npoBepka
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swall CROWDFUNDING

You will Have you ever asked your friends and family to help fund your
amazing idea?
WHAT IS CROWDFUNDING?

platforms " In this lesson you will learn how crowdfunding,works and what
startup needs to crowdfund the product.

p product
f users online.

Crowdfunding is a method of funding a
completion by raising money from large

online users willing to fund the project.
select startup funding offerings and set up

rowdfund campaign launch, promotion, reaching the funding
goal, building the final product with raised money, and finally
arding financial backers.

Figure 5.2.2. Crowdfunding platform
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WHY STARTUPS NEED CROWDFUNDING?

If the product is liked
by the backers, usually
the funding amount ex-
ceeds the goal by mul-
tiple times over.

Crowdfunding has raised tens of billions of dollars so far and has
added twice as much value for the world economy. Here are the
main reasons why startups need crowdfunding:
1.Marketing

Startups don’'t need to spend resources on marketing as much.
2.Product validation and feedback

The number one reason why startups fail is the lack of market

need. If nobody cares about your product, it is very likely to fail.

Crowdfunding platform helps to test the idea’s worth by exposing

it to the customers.
3.Low risk Income

Crowdfunding is a type of pre-sale. With pre-sales, there is no

need to buy and store large quantities of stock, or spend too

much resources on building a software product that no
to get.

WHEN IS STARTUP PRODUCT READY FOR CROW

1.Product should be clearly and instantly de
Founders need to be able to clearly differe
from the rest. It needs to stand out from the

2.Founders need to demonstrate their abili
project
Founders have to show that the
to complete the project and tha
limit.

3.Founders need to have a clear B
Concise and to the point i AN wi jécted costs and
revenues will build th

Activity

Gather a team of
potential startup

ualities that your potential startup founders in your class.
prodyct 0 . Prepare a presentation
he first customers of your for other classmates

about your product.
Distribute 100 points
worth of papers that
will function as money
for the activity.
Present your
product to the
classmates and
calculate the amount

: of papers you were
&5| Terminology able to accumulate.

1.Name 3 ree
2.What do fou
crowdfunding ca

why startups need crowdfunding platforms?
need to worry about before launching

npaign?

crowdfunding - kpayadaHaMHT - kpayadaHANHT The team with the
promotion - eHiMgi anFa XXbUDKBITY - MPOABMXEHMNE most papers in hand
founder - HerisiH KanayLubl - oCHOBaTe b will win the activity.
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Sl PROMOTE AND IMPLEMENT THE PRODUCT

Think about how you found out about most popular apps that
you are currently using? Why have you kept the app and have not
deleted it?

Let's find out how to promote IT startup produyct to the market

PRODUCT MARKET FIT

Product implementation into the m
phases: product-market fit and scaling

nsists of 2 major

market fit after they build minim
market fit is a continuous process o
based on the initial customer;

roving the productor service
and suggestions.

Before scaling,
scale:

Figure 5.3.1. Sales funnel
P SCALING

t the scaling stage of the startup, founders employ what is known
s the sales funnel.

Definition: sales funnel is a marketing term for the journey of
potential customers from mere interest to loyal following and
payments.

Figure 5.3.2. Net

The sales funnel stages of customer journey consist of awareness
about product, interest in the product, evaluation of the product
before buying, purchase, and at last, loyalty or continuous purchases.

The most successful The main goal of startup scaling is to create the user network effect.
tech companies employ .
network effects Network effect is a startup phenomenon where the product

gains additional value as more people use it.
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ONLINE MARKETING CHANNELS

Startups implement the following marketing channels to draw
customers into the sales funnel:
1.Social Media Marketing or SMM
Social media offers unique community building opportunities for
a startup. This makes it the best media channel for building brand
and long term relationship with customers.
2.Search engine optimization (SEO) or content marketing
Content marketing is a long term strategy to rank on top of search
engine results for the most searched keywords related to your
startup product.
3.Pay per click (PPC)
Pay per click advertising involves paying big tech platfor
display your company’s advertisement on top of search resul
to target audience that fits you selected customer criteria. It is
most effective short term marketing method.
4.Email marketing
Email marketing is the oldest form of online mark
most reliable. Email marketing is used for custo
to receive regular update emails from your co
5.Word of mouth marketing
Word of mouth marketing consists of refer
reviews.
The most successful startups spread t

...... g (O V oo .
~ -
ge 5 W

Make email market-
ing or social media
marketing campaign
where you present
your product idea and
count the number of
engagements in posts
ss into startup teams and make marketing jour- (likes, shares, com-

ine marketing

ney map for ers according to the sales funnel. ments, views, etc.)
sustainable - TypakTbl - yCTORYMBLIA

sales funnel - catbuibiM - BOPOHKa NPOAax 1.What is product-
purchase - catbin any - NOKynKa market fit?
marketing campaign - MapKeTUHITIK HayKaH - MapKeTUHroBas 2.What is the goal of
KammnaHmsa startup scaling?
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o MAKE MARKETING ADVERTISING. LAUNCH MARKETING CAMPAIGNS

When your social media friends share something with you, what
5 type of information they share: video, infographic, meme, tweet,
g i
. g or a chart?
(infographics, video)

In this lesson we will learn how to advertise y
most effective way.

product in the

MAKE INFOGRAPHICS

Sharing infographics is one of the
product or a service. It is a creative le to
understand images. It is also easy t
plethora of online infographi i
infographics with online tool
STEP 1.

Select a template re

STEP 4.
hose mostly include graphs,

TYPES OF INFOGRAPHICS

ousands of people. Promotional social media video should not
st long.

A good potentially viral social media video should be:

designed for silent mode watch.

arge screen text that stimulates curiosity.

Interest viewers in the first 5 seconds and be up to 1 minute long.

Display compelling graphics

+ Inspire immediate action. The viewer should click a button to find
out more, or to make a purchase.

There are a number of online services that lets you build amazing
short viral videos. Generally, you can make videos in 6 steps:
STEP 1.

Select a video template related to particular subject.
STEP 2.

Upload your photos and short clips to integrate them with the
video template.
5 STEP 3.
Figure 5.4.1. Infographics Add your company logo and brand colors
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Add messages and information to various video frames

STEP 5. Most videos on
Add sound elements to particular video snippets popular social media
STEP 6. platforms are watched
Download and share your short video on social media. without sound.

PERSONAL BLOG

Personal blog on social media is proven to be one of the best
ways to build long term trust with customers.
Mostly, social media blogs should have the following elements:
1.1t starts with sharing your story.
People love helping those who make their dreams come true.
Share your story and aspirations.
2.Build a movement around a cause
Discover the cause that keeps you up at night and build a
community around it. Human beings are social cr
love uniting for a noble purpose.
3.Be funny.
Entertainment attracts people of all ages.
enjoy the experience with you and your pr

Activity

Divide the class into teams ang
video advertisement scenario a

ach team sho

prep
to the class.

Practice

Use one of free op ake either a short engaging
our potential startup product.

Figure 5.4.3. Blogging

entertai It - OMibIH-CaybIK
template - Wwa6noH - WabioH
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1.

Which of the following is not the stage of
startup lifecycle:

a. Formation
b. Education
¢. Growth
d. Validation
2. Whatis a Minimum Viable Product?

a. startup product ready for adoption by
mass market

b. any software product

¢. software product for a particular
hardware

d. a product with just enough features to
satisfy early customers

3. Why startups need crowdfunding:
a. For marketing
b. For funding
¢. For product feedback
d. All of the above

4. How is crowdfunding execute
a. Asabankloan

. As government subsi

A good social
should:

a. Engage viewers in the first seconds
b. Benotvery long

¢. Uselarge text

d. All of the above

]| gt

CHECK YOURSELF

7. What s the best way to build a long term
audience for your personal blog:

a. Launch a crowdfunding campaign

b. Launch a social media marketing
campaign

¢. Be honest and
aspirations

your story and

r. List all the reasons why
rowdfunding campaign is

trategy for a referral program of your
tartup product. Determine who and

hy should people on social media share
your marketing post. Test the result by
launching a real world marketing campaign
for your hypothetical startup idea on a
popular social network.

.Create a short compelling video about
your startup idea using your smartphone
and share it with your friends on social
media. Compare the results (likes, shares,
comments) with your classmates. Find out
why people engaged with one video more
than with others.

.Build a personal blog on any popular social
network discussing your startup idea and
what led you to discover the idea. Use
online marketing strategies discussed in
the chapter to promote your blog. Report
results and why your blog was/was not
successful.




DIGITAL LITERACY

6.1.
b

0.
6.4.
G,

6.6.
6./

Digitalization in Kazakhstan
Current trends in the digitalization
process

Digitalization of education
Realization of Digital Silk Way
Introduction to blockchain
technology

How does blockchain work?
Blockchain applications

6.8, Intellectual property in Kazakhstan

6.9. Registering the rights to [P

6.10. Electronic digital signature

6.11. Digital signatiie and certificate

6.12. E-government of the RK

6.13. E-GOV: EUS keys and personal account
6.14. E-gov. Functionality and features
6.15. Open government

Check yourself




GNl DIGITALIZATION IN KAZAKHSTAN

You will Which process

* Learn about digita- would you like
lization process in to digitalize from
Kazakhstan your daily life?

DIGITAL KAZAKHSTAN
About the program

Important stages in
the development of
the e-government
of the Republic of
Kazakhstan.

Digital Kazakhstan is a program d
development pace of the economy &
citizen's life.

®
2006
eGov

[
2010
e-Government
purchases

®
2011
e-Pay
|

®
2012
e-License

Figure 6.1.1.

"he main goals of the program are to accelerate economic
h, upgrade the living standards, and create conditions for the
future digital economy.

Implementation and development of digital technologies in key
sectors of the country's economy.

2.Providing Kazakhstan citizens with ubiquitous broadband Internet
access and mobile communication 4G (in the future 5G).

| 3.Improving the quality and increase the number of public services

2016 provided online.
Open government 4.Creating new opportunities and conditions for entrepreneurs
l through the development of e-commerce.
2017 5.Increasing the digital literacy of the population, which will
Digital Kazakhstan contribute to the development of the domestic IT sector, improve

the quality of education and healthcare.
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FIVE KEY DIRECTIONS OF PROGRAM IMPLEMENTATION

Will be carried out in the period of 2018-2022 Kazakhstan ranks
the 33rd place in the
1. Digitization of the economy branches world rating of the

United Nations on the
index of e-government
development.

Reorganization of the RK economy traditional branches using
innovative technologies and possibilities, which increase
productivity and lead to capitalization growth.

onsists of

icators of human

| development,
unications

2. Transition to the digital state

State infrastructure transformation to provide services for
population and business.

3. Implementation of the digital Silk Way

Development of high speed and security mfrastruct e oft

transfer, storage, and processing of data. ‘Which publ.ic

services provided
online do you

. 4 use often in your
Transformational changes, comprising creative'sogi ion everyday life?

and transition to the new realities - kno r 2.Discuss the
problems you faced.

4. Evolution of the human capital assets

Practice

Creation of the conditions for tet
development with stable relatlo

5, academic 1.Analyze the program
domain, and state, as

ovations into «Digital Kazakhstan»

industry. and its main
; directions.
All the projects, feal he framework of the “Digital 2.Which directions
Kazakhstan” progra dilitate the efficiency and transparency are most digitalized
‘ sure local employment, improve the and which ones are
are service, as well as increase labor Iea;t digitized in this
pall and medium business. period?
& | Literacy
search about the difference in the quality of any 1.What is
our city before and after digitizing. digitalization?

2.What are the main
aims of digitizing

&5 Terminology gg;/\izggent

digitalize - undpnanHgeipy - ounPpPoOBLIBaTE 3.At which stage
broadband - KeH xonakTbl - LUMPOKOMONOCHBIA of digital
entrepreneurs - Kacinkepaep - npeanpuHMUMaTeni transformation is
implementation - icke acblpy - peannsaums Kazakhstan now?
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Work in pairs:
1.Discuss the
digitization of

economic branches.

2.Have you ever
used e-commerce
services?

3.Which non-
cash payment
technologies you
have used? For
which services?

120

G CURRENT TRENDS IN THE DIGITALIZATION PROCESS

What are the latest trends in information technology?

FIVE TRENDS OF THE PROGRAM

Digitization of all the spheres of Kazakhstan life and economy is
the opportunity to occupy the frontline on the Id scene, as well
as to enhance the quality of public life and t ablish favorable
conditions for entrepreneurial developme this regard, a set of
measures at five key directions has bee d by the program
“Digital Kazakhstan”.

5 KEY DIRECTIONS OF THE PROG

1. Digitization of economi

+ Digitalization
+ Digitalizatio
commerce

elopment of
ments

cial technologies and non-cash

digital state

ital state means open, transparent and convenient
ortunities for citizens and business, accessible online and at
y time.

Government-to-citizens

vernment-to-business

Digitization of internal activity of state bodies.

Smart cities

3. Realization of the Digital Silk Way

The Digital Silk Way provides speed and secure access to the
Internet, as well as a good quality of the mobile communication
coverage on the country’s territory (Figure 1).

+ Expansion of coverage of communication networks and ICT
infrastructure

* Information security in the ICT field




High Speed ‘
Internet ’ ‘ < k. Useful IT-services in
g i 3 Kazakhstan

* Internet access in 1249
settlements by 2023.

State and commercial
services that you can
get online:

services
government:

0szakup.gov.kz

Figure 6.2.1. Digital Silk Way Startups:

most.com.kz

¢ c
techgarden.kz
www.damu.kz

4. Evolution of the human capital assets

Evolution of the new competence and digital liter
ulation will become possible due to the innovatig

+ Increasing digital literacy in secondary, téchni nd b ducation:
higher education . www. kundelik.kz
www.bilimland.kz

www. ustudy.kz
www. astanakitap.kz

5. Creation of an innovative ecosy Health care

It develops technology entrepre www.i-teka.kz

with genuine links among busi 1ain, and state. www.zdrav.kz
\ www.idoctor.kz

www. polikliniki.kz
umc.org.kz

1.What are the
current trends
in digitalization
process in KZ?

2.Comparey dream smart school with your current school.

%] Terminology 2.What does Digital
trends - TeHAEHLMANAP - TPEHADI Slikway mean?
digitization - uudpnaHabIpy - oLuMPpoBKa 3.Which opportunities,
non-cash payments - KONIMa-Ko/ aKLIACkI3 Tenemaep - digitalization
6e3HaNNYHBIE MNATEXN program opens
human capital assets - agamu KanuTasbl - YeJ0BEUECKIAL for citizens and
Kanwutasn business?
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GICN DIGITALIZATION OF EDUCATION

Which services RS e
",

WO,UId‘YOU [xz-w)txn-x) «.\

dlgltlze in |x~_7)'.‘(%)‘ : mx ?
education ‘R g - A,
process? X "\ - "\ \

- & .
) 2ya(ini ) : 0‘0

2 W 1+2- x)a‘

- b AR

EVOLUTION OF THE HUMAN CAPITAL

"Digitalization is not Evolution of the new competence ¢
an objective, but it is population will become possible d
rather a means to achieve  education.
Kazakhstan absolute
advantage."

ad digital lite of the

o the innovatio

What will changed by 2022:
v

Nursultan Nazarbayev

NG|

he level of digital The system of

The share of

Interne i tera the secondary, higher
on will and additional
inerease to education will

meet the needs

’ 83% of the digital

economy

ALIZF DUCATION

reate a digital society it will be need to update the education
°m in accordance with the best world practices.

Emphasis will be placed on the development of creative
1d critical thinking, as well as the use of modern educational
techinologies in the learning process.

econdary education

+ Introduction of programming basics in primary school

classes.
Kazakhstan

the lowest rate o + Updating the content of the subject “Informatics” through
school attendance for updating the programming languages Java, C, Python, etc.
countries in eastern and
central Europe.

+ Introduction of the foundations of entrepreneurship and
business (including technical entrepreneurship).

The rate of primary
attendance is 91% while
the rate of secondary
attendance is 92%. + Digitalization of the educational process.

+ Conducting hackathons, olympiads, and competitions in
technical areas.
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Higher education &P | Keep in mind

+ Introduction of new specialties in higher educational In aglditior] to
institutions (data science, artificial intelligence, cloud technical 5'_('"5 t!lese
computing, etc.). competencies will be

highly valued:

+ Increase in the number of state grants for ICT specialties. - o
+ Critical thinking

* Integration of ICT in the disciplines of all specialties for 80%

of universities. raction with

ople

+ Development of distance education through the creation of a

national platform for open education. ick adaptation to

+ Opening of ICT departments of universities on the basis of
productions.

Working with large
Continuing education

Providing basic and professional digital skills trai
+ 100 thousand professionals
» SME representatives

+ population

Activity 2

Development of professional stand
taking into account the requirem

Activity 1

Group work:

1.Discuss the highly vz
in mind».

2.Which skills wo

Group work:

1.Discuss. Skills vs
knowledge: which is
more important?

given at «Keep

& | Literacy

1.Which updates and
transformations
are expected in
education system?
2.At which stage
of digital
transformation
is our education

&) Terminology system?

digital literacy - caHgpIK cayaTTbinbIK - LUGPOBasd rpaMoTHOCTb
critical thinking - CbiHM Olinay - KPUTUYECKOE MbILLUNEHNE
entrepreneurship - Kacinkepsik - NpeAnpPUHUMAaTENLCTBO
cloud computing - 6ynTTel ecenTtey - 061a4HbIE BblYNCIEHA
digital skills - caHgpIK gaFabinap - LMPOBLIE HABLIKA
competencies - Ky3bIpeTTiJliK - KOMNeTeHLN

, City, region.
like to be digitized that are not
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realizati
Silkway
2.How many per
of innovative
solutions that
should have already
been made in
accordance with the
program have been
made?

124

networks

The level of |
countries
Innovative

GR/ REALIZATION OF DIGITAL SILK WAY

coverage wit
accesst

4G cellular network.

obal data transfer

d security of data transfer is the
development of all branches of economy
the population’s life.

plemented with the help of the following digital
frastructural solutions.

roadband
access

Broadband access
to the internet
that will be
provided mostly
via fiber-optical
communication
lines.

5G™

4G network (5G)

The most up-to-
date generation
of the cellular
network allows
transfer data at
the speed higher
than 100 Mbit/s.
The 5G standard
implementation
is expected after
2020.

0"
& %

KazSat-2R

Kazakhstani
communication
satellite that

will support
mobile, satellite
communication
and television

and radio
broadcasting after
2023.




How the population will be provided with broadband Internet
access, quality cellular communication, and digital television and
radio broadcasting

2018 More than 100 thousand people from more than 55 rural
settlements have BBA to the internet.

2019 More than 1.2 million people from more than 55 rural
settlements have BBA to the internet.

2020 More than 800 thousand people from more than 741 rural
settlements have BBA to the internet.

2023 The commissioning of “KazSat-2R” space communication
system.

CYBER SECURITY

citizens and companies.

It will happen thanks to the following digital so

N
PATIN 1.What are the main
® @ goals of Digital
.’v.’ Silkway program?

2.What kind of
changes in the IT
sector is waiting for
us in nearly future?
3.At which stage of
' realization Digital
standards of Silkway program is
the safe usage now?
of information
systems.

Big Data analysis

This analysis
and processing
of important
information
represented by
huge arrays of

&5| Terminology

cellular network -
YSbI XeNi - CoToBas

provide cyber security in the

approval of national standards onn SRl :
bandwidth - eTkizy

ipment of an information security means research kabineti - nponyckHas

CNOCOBHOCTL
cybersecurity -
2020 The creation of the National Information Security KnGepkayinciaix -
Coordination Center. Kn6ep6e30omnacHoCTb
The equipment of a malicious code research laboratory. fiber-optical -
The equipment of an information security testing TaNLLBIKTbI-ONTUKAbBIK,
laboratory. - OMTOBO/IOKHO
2021 The creation of a technological center for the Big Data satellite - xepcepik -
CMYTHUK

analysis.
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GRSl INTRODUCTION TO BLOCKCHAIN TECHNOLOGY

You will Have you ever

« explain the purpose paid for a
and principles of product online?
the Blockchain How does online
technology payment work? BLOCK CHAIN

TECHNOI

Blockchain is a data structuge that sists of the chain of blocks.
Block is an object which typi s of a header, timestamp,
counter and transactiona ; S are d sequentially

; k to the next

Bloct - M« =
Noscw et w

13954257 1eci3d - é‘o"
032605299999 136 1505500 1 / / Hash .(\\)'6'
()

2 N

4 O
Transactions / B B/OCk 52454

Nages

Figure 6.5.1. A chain of blocks

ransactions are records of change of a particular state. For
ayment blockchain, transaction signifies a change in the amount
of tokens a wallet owner has. For smart contract blockchain, a
ansaction occurs when a small program is executed.

Transactions recorded inside chronological chain of blocks help to
track the balance of all wallets using the blockchain.

BLOCKCHAIN NETWORK

A blockchain network is a decentralized network of computers
called nodes. Each node stores a copy of blockchain acquired from
Eleckehsin based the peer node. die; commun@cate with. each other direct.ly ona
cryptocurrency market peer-to-peer basis W|.thou.t any intermediary. Egch node tries to .
is the fastest growing completely synchr.onlze with peer nodes by vgrlfylng all transactions
asset class of the last and block encryptions. The total synchronization among peer nodes
decads is called decentralized consensus. Decentralized consensus allows
transactions to be recognized universally by all nodes.
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B1OCK

Figure 6.5.2. Blockchain network Practice

Find companies on
he market today that
decentralized
blockchain networks.

NEW INTERNET PROTOCOL

Since its emergence, the internet has been contingou:
The process of the evolution of the web can be des:
stages.

Activity

Select a
cryptocurrency
currently existing on
the market and find
the number of nodes it
has around the world.
Also, list in which
countries those nodes
are located.

Markup Language (HTML) web page re
allowed millions of computers to infe

Growth in communication networ
capabilities had given rise to techig

1.What is blockchain?
2.Where is blockchain
data stored?

&y| Terminology
Figure 6.5.3. WEB 3.0 model sequentially

- Ke3eKreH -
roc/iefoBaTesibHoO
node - TyitiH - y3en
evolve - gamy -
pasBuBaThCs

Web 3.0 is a new stage of the evolution of the internet characterized
by decentralized blockchain networks. Blockchain network based on
mutual consensus mechanism creates secure data transfer protocol
and allows the exchange of not only information, but digital value.
Web 3.0 is also known as the internet of value.
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HOW DOES BLOCKCHAIN WORK?

How is traditional database protected from tampering with
information stored inside it? What are its weak points?

Let us discover step by step how blockchain actually works.
ASSYMMETRIC CRYPTOGRAPHY

What is cryptography? Cryptography is a br of applied
mathematics to study techniques of secure munication.
Assymetric cryptography is based on diff t mathematically
related public-private key pair for enc
message. Open public address is us r verifying
the ownership of the message, wh
for decrypting or signing the messa

! . H . public-private key pair is used for si the message and verifying
- = : the ownership of the signat

HASH FUNCTION
Hash function is ba ic algorithm called secure
hash algorithm. Sec i a data input and

RGA
e

Figure 6.6.1. The process
of signing and verifying
the message

-256 algorithm is that it produces exactly
he amount of the input data.

BLOCKCHAIN HASH FUNCTION
ALGORITHM

9CBBFF12
94 FBB1DSCD | | 50
K 585045CE

55556504
(036DA6 | | E7DE7DA1

B‘I...‘OCKQH.V

Figure 6.6.2. Secure hash Figure 6.6.3. Block
algorithm BLOCKCHAIN
Blockchain is a data structure comprised of the linked list of
blocks. The present block contains a hash value of the previous
block, thus chronologically linking two consecutive blocks. A
previous block contains all messages or transactions that occurred
before the present block.
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Construct a 3 block
blockchain with signed
transactions

Figure 6.6.4. Blockchain ine, de the one

PROOF OF WORK AND NETWORK CONSENSUS like to encrypt for the

whole class, input the

essage into SHA-256
,and try to
dlscover a hash value
of the message with 1
ero in front.

Proof of work is the process of discovering such a block
value that produces a set number of zeros in front of the hask
value. This is achieved by varying counter number in:
A particular counter number will yield the desired

Every node inside blockchain network needs;
following before accepting data from peers: €
1.Nodes are incentivized to constantly execute

mine new blocks through token rewards
2.Node authentlcates the publlc address

1.How can we verify

enough balance . . encrypted message's
4.Node verifies whether the pre es the hash authenticity?

value provided with the block | 2.How can we secure
5.Node verifies whether the previc a database of

hash value provided e Pres . ¢ transactions against
6.Node checks if pro 1S blished in producing tampering with its

block hash value ‘ data?

Consensus amon
nodes agree o

matically reached whenever
rsion of blockchain by verifying the

&5| Terminology

asymmetric -
ACMMETPUSANbIK -
ACUMMETPUYHLIIA
tampering - 6ypmanay
- BMELLaTeNbCTBO
timestamp - yakbIT
6enrici - metka
BPEMEHU

@& Bob 5 coins

Hash: 000011170de8081fa76c23984f7d1e24ab2cPaadda26c6de65a6d7e2ffd8ee62 consecutive -
KaTapblHaH - NoApsas

m consensus -

KOHCEHCYC - KOHCEHCYC

incentivized -
Figure 6.6.5. Block with proof of work has 4 zeros in front of its hash value. bIHTaNaHALIPbUIFAH
4 zeros are achieved by varying a counter until number 35298 yield the - MOTMBMPOBaH!

needed result.
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SWAl BLOCKCHAIN APPLICATIONS

Name any popular blockchain project you know of. Why does it
use blockchain technology?

Figure

WHY DO WE NEED BLOCKC

Blockchain is also kno hnology (DLT).
DLT is a database inng ational databases that
impacted the organi i T can fundamentally
transform organi

All blockchain icati its key differentiating

properties:

Figure 6.7.2.

Deploy a 5 block
blockchain with
"4 zeros" PoW uption of some nodes will not affect the blockchain network’s
requirement. Th
try to alterit by u

OCKCHAIN USE CASES

Here are some of the areas blockchain technology is currently
being implemented in:

consecutive bloc * Cryptocurrency

Find out, which Cryptocurrency is a cryptographically secure decentralized digital
group of nodes (2 unit of account. Cryptocurrencies eliminate all intermediaries in
nodes vs 1 node) can transactions.

mine 15 blocks first.
Explain reasons why
the blockchain is
tamper-proof.

* Smart contract
Data inside blockchain can be not only static, but also
programmable. People use contracts to put conditions on exchange
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of money. In the same way, in the digital world, trading parties

can exchange digital money using cyber contracts executed on

blockchain. These digital contracts are known as smart contracts. The very first
Smart contracts are executed automatically as required conditions application of
are gradually met without the need of any intermediary. blockchain, bitcoin, was
the first ever practical
* Smart property demonstration of digital
Blockchain can extend the concept of personal property by scargity

embedding cryptographic digital lock into the physical item. The
lock can only be opened by the owner of the private key. Such
cryptographically secured property is called smart property.
Information about the smart property and the public address that
it belongs to can be stored inside blockchain, thus securing its
ownership.

¢ Internet of things
As the number of sensors and smart connected devices

exponentially increases every year, the world is about to iR EHTE S e

ach group
come up
with a new startup
ased on one of

ted blockchain
applications. This
startup needs to solve
a particular local
problem in your city or
country.

loT networks still is an open question. DLT secures
data exchange, which makes it very promising se
loT networks.

* Supply-chain

Modern supply-chain industry still uses out
mechanisms and paper records. Blockchain can
networks more transparent and imm
customer confidence in the produ

* Identity verification

Anywhere we go, and anything
our identity: from logging in to we
services. Blockchain allows,

ie do, we always
ites to receiving

&5| Terminology

enterprise

- K9CIMNOpbIH -
npegnpuaTmne
immutability

- ©3repMenTiH -
HEN3MEHHOCTb

fault tolerance

- KaTtenikrepre
Te3iMAiNIK -
OTKa30yCTOMYMBOCTb
cryptocurrency

- KpUNTOBasHOTA -
KpUNTOBAaMOTA
supply-chain -
NOMNCTUKANbIK Ti3bek

& | Literacy - LIernoyKa nocraBok

) A : confidence - ceHim -
1.List 4 properties of blockchain technology yBepeHHOCTL

Figure 6.7.3.
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INTELLECTUAL PROPERTY IN KAZAKHSTAN

What would you do if you invented a brand new product?

"Each product of human
thought and activity has its
value. Every citizen has a
legal right to protect their
own inventions, works
of science, literature and
art, the other results of
intellectual activities.”

(Article 14 of the Civil
Code of the Republic of
Kazakhstan).

any "original creative work
be legally protected".

roperty is used, accessed or
tellectual Property Organization (WIPO),

lectual property shall include rights relating to:
erary, artistic and scientific works,

.performances of performing artists, phonograms and
broadcasts,

entions in all fields of human endeavor,
4. scientific discoveries,
5.industrial designs,

6.trademarks, service marks and commercial names and
designation,

7.protection against unfair competition, and all other rights
relating to intellectual activity in the industrial, scientific, literary
or artistic fields.

The First Patent of the

Republic of Kazakhstan WHY INTELLECTUAL PROPERTY RIGHTS SHOULD BE PROTECTED?

was issued to the name

of A.B.Bekturov Institute One reason for Intellectual Property laws is to allow Intellectual

of chemical sciences. Property creators to benefit from their work. If artists create
paintings after months of labor, then they deserve credit for
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painting them and the income from selling or exhibiting them. If a
business comes up with an attractive marketing logo, then no other
businesses should be allowed to use that logo to promote their own
products without permission.

Protecting IP is also seen as a method of promoting creativity. If
no one is allowed to copy another person's work without permission
then creativity is encouraged for everybody.

INTELLECTUAL PROPERTY IS DIrVIDED INTO TWO CATEGORIES:

} ]

Copyright - includes
works of art, literature
music and more recent

computer programs

Industrial Property -
patents, trademarks and
industrial designs.

COPYRIGHT

The copyright - is the personal non-property an
of the author. Copyright (Figure 6.8.2) offers pro
works of authorship.

An author - is an individual, who created t
literature, or art.

INDUSTRIAL PROPERTY

Industrial property is one of twg s
(the other being copyright). The o
consists of signs conveying infor
regarding products and services of

O consumers,
rket. Protection is
could mislead

ual property that gives its owner
s from making, using, selling, and
ed period of years, in exchange for

law works akhstan and in other countries.
2.Compare the

3. Give examples.

1.What is Intellectual Property protection?
2.Why do we need to protect our information or intellectual
properties?

Copyleft (Figure
6.8.3) is a type of
copyright license that
allows redistributing the
work (with or without
cha

es) on condition
Cipients are also
ted these rights.

Figure 6.8.3. Copyleft
symbol

&) Terminology

intellectual property
- BUATKEPAIK MEeHLLIK

- NHTE/INeKTYabHas
COBCTBEHHOCTL
human endeavor -
afaMHBIH, TanmblHbICH!
- YejjoBeYeCKnE
ycunms

unfair competition

- KOChIKChI3
6acekenecrik -
Hej06pocoBeCcTHas
KOHKYPeHLs
invention - eHepTabbIC
- N306peTeHne
convey - XeTKi3iflim -
nepegate

consumers -
TYThIHYLUbIAAP -
noTpeéuTenn

issued - WbiFapbLIAbI -
BbIMyLLEH
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REGISTERING THE RIGHTS TO INTELLECTUAL PROPERTY

You will

+ justify the need to
protect information
and intellectual

property

the future your work to anyone,
rs. The authorship is inalienable and non-

the exclusive right - property law - intellectual
oWs the results to dispose of at his discretion: to
part allowed to use or dispose of it.

ROCEDURE FOR REGISTRATION OF RIGHTS TO WORKS OF
JTELLECTUAL AND CREATIVE ACTIVITIES

Intellectual Property Committee of the Department of Intellectual

roperty of the Ministry of Justice of the Republic of Kazakhstan

: provides . These works include:

<eep in mind | & literary, scientific, dramatic scenario;

® musical compositions, and musical-dramatic works;

choreographic works, pantomimes, audiovisual works;

works of architecture, urban planning, landscape architecture;

+ paintings, sculptures, drawings, fine and applied arts;

+ photographic works, as well as maps, plans, sketches, illustrations
and three-dimensional works relative to geography, topography
and other sciences;

+ programs for the computer or databases.

the inventio
necessary to s
application to the
"National Institute of
Intellectual Property" of
the Ministry of Justice
of the Republic of

it an

Kazakhstan or the web In order to register the rights to these objects, you must provide a
portal of "electronic completed application, a copy of the identity document, and a copy
government”. of the work or pre-recorded media audiovisual works, sketches,

drawings or other materials, depending on the type of the activity.
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NOT RECOGNIZED AS INVENTIONS

According to Article 6 of the Patent Law of the Republic of
Kazakhstan, followings are not recognized as inventions:
» discoveries, scientific theories, and mathematical methods;
* methods of organization and management;
+ symbols, schedules, and rules;
+ rules and methods for performing mental acts, the games;
+ computer programs and algorithms;
+ projects and plans for structures, buildings, and territories;
+ proposals only the appearance of products;
+ proposals that are contrary to public order and the principles of
humanity and morality.

INTELLECTUAL PROPERTY CRIME

omeone uses

al Property Rights infringement.
3 trademark, which means

t the authorization of its rights

egal use of literary and artistic works

amples of registered intellectual
Kazakhstan.
erty rights related to which fields are most

3.Find examples of intellectual property crime.
4.1n which field most intellectual property crimes are done?

@ | Literacy

1.How to register intellectual property?
2.What is intellectual property crime?

ation of its owner.

€| Keep in mind

Most intellectual
properties that arise
is not registered such
as copyright, trade
names, data and trade
secrets. However, some
r intellectual
erties may be
th registering so
d value and

of Tradem
and Patents
you have an innovative

&5| Terminology

inalienable -
axblpaTbUIMaiTbIH -
HEOTUY>KAAEMbIT
exclusive right

- apbIKLLIA KYKBIK -
IKCKIIHO3MBHOE NMPaBo
infringement -

KYKbIK BY3YLUbIBIK -
HapyLueHune

illicit activities

- 38HCbI3 KbI3MET -
HE3aKOHHbIE AeNCTBIA
counterfeit goods

- KOHTpadaKTinik
Tayapnap -
KoHTpadakTHas
NMPOAYKLNSA

piracy - KapakLbblK,
- IPaTCTBo
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GNION £ ECTRONIC DIGITAL SIGNATURE

gital signature is a specific technical implementation of
* electronic signatures by applying cryptographic algorithms.

some electronic signatures.

A
epin mine ® Public Password Private Password
ion - Process PUEY) WS

g electronic
data |nto 3
called cipher
which cannot be
understood by anyohe
except the authorized
parties.This assures
data security.

Emisor i Receiver

“Hello” %$&" “Hello”

Figure 6.10.1.
Decryption - Process
of translating code to The digital signature is like a lock on a document. It requires the
data. existence of an official certificate issued by a body or institution that

validates the signature and the identity of the person performing it.
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What makes digital signatures popular?

Digital signatures leverage cryptography to provide proof of

repudiation.

the integrity and origin of each signature, thus providing for non-

FOR AN OVERVIEW OF THE COMPARISON BETWEEN THESE TWO

SIGNATURES, PLEASE SEE THE TABLE BELOW.
1
{ 1

Electronic Signatures Digital Signatures

It uses a wide array of
methods such as email, It leverages certificate-bas
enterprise ID or phone ID to authenticate signe

verification, to authenticate identity.
signer identity.

It leverages an audit trail to
demonstrate the proof of
signing a document.

Digital Signature

OU ever Use
t'is the most unt
ignatures?

ronic sugnatures? Where?
application in which you've used

&5 Terminolog
electronic sighatt
MNoANMUCH
handwritten signature - KonTan6a - pykonvcHas noAnucs
encryption - wundpnay - WndposaHue

decryption - wndpbIH aly - geluindposaHue
non-repudiation - Kabbingamay - 6e30TKa3HOCTb
verification - Tekcepy - nposepka

authentication - ayteHTudUKaums - ayTeHTUPUKaLMA

& - 3/1eKTPOHABIK, KONTaHba - 3N1eKTPOHHas

Activity

Group work:

1.Integrate Digital
Electronic signature
to your Smart school
concept.

2.Create simple poster
presentation.

& | Literacy

1.What is the
difference between
Digital and Electronic
signature?

2.Where do we
usually use a digital
electronic signature?
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GHNN DIGITAL SIGNATURE AND CERTIFICATE

Digital-Signature C : =
f 'ir <o D -g
‘"llll ( \ B335

ALGORITHM FOR USING DIGAIAL SIGNATURES

Digital signatures are based o
known as asymmetric
such as RSA, one ca
linked: one privat

graphy, also
ing a public key algorithm,
at are mathematically

Keep in mind | ocument, the signature

RSA (Rivest-Shamir- is created usin i ey, which is always securely

Adleman) is an keptb
algorithm used by
modern computers

5 cts like a cipher, creating data
ument, called a hash, and encrypting
to encrypt and encrypted data is the digital signature.
decrypt messages. arked with the time that the document
It is an asymmetric gried. deliment changes after signing, the digital
cryptographic
algorithm. Asymmetrij

IS PUBLIC KEY INFRASTRUCTURE (PKIl)?

Public Key Infrastructure (PKI) is a set of requirements that
w (among other things) the creation of digital signatures.

h PKI, each digital signature transaction includes a pair of
keys¥a private key and a public key.

PKI enforces additional requirements, such as the Certificate
Authority (CA), a digital certificate, end-user enrollment software,
and tools for managing, renewing, and revoking keys and
certificates.

WHAT IS A CERTIFICATE AUTHORITY (CA)?

Digital signatures rely on public and private keys. Those keys
have to be protected in order to ensure safety and to avoid forgery
or malicious use. CAs, a type of Trust Service Provider, are third-
party organizations that have been widely accepted as reliable for
ensuring key security and that can provide the necessary digital
certificates.
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HOW DIGITAL SIGNATURES WORK
Signer

o

' é
Hash .
-— Algorithm = = Encryption ==p 1110100101

Hash Digitally Signed
Document

Private Key

o

Hash
— " — -1000111010
4 Algaritim Signature is valid
Hash when hash values
are equal.
Decryption mp

Digitally Signed Hash
Document

1110100101

Public Key

Figure 6.11.1.

be signed. The private key is then use
encrypted hash, along with other |
algorithm, is the digital signature

The reason for encrypting the
or document is that a hash functio
into a fixed length value i

don't match, the data has either
ay, integrity, or the signature was

2.Create you imple encryption and decryption algorithm.
3.Encrypt your age and send to your friend.
4. Decrypt message using your algorithm

1.What are Public and Private keys? What are they used for?
2.How does a digital signature work?
3.What are the functions of Certificate Authority?

&

€| Keep in mind

The private key,
as the name implies,
is not shared and is
used only by the signer
to electronically sign
documents.

1 in mind

used by those'who need
to validate the signer’s
enic signature.

| Keep in mind

The value of a hash is
unique to the hashed
data. Any change in the
data, even a change

in a single character,
will result in a different
value. This attribute
enables others to
validate the integrity of
the data by using the
signer's public key to
decrypt the hash.

& | Terminology

cipher - wndp - wndp
enrollment - Tipkeny -
3aUncieHne

safety - kayincizaix -
6e30MacHoOCTb
malicious - 3uaHAbI -
BPeOHOCHBI
forgery - KongaH
Kacay - MoAjesnKka
tampered - 6yniHreH -
nogaenan

unique - epekLue -
YHUKaNbHbINA
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GV £-GOVERNMENT OF THE REPUBLIC OF KAZAKHSTAN

joby:a good level of life, favorable living

be continued endlessly according to
pleted with necessary additional aspects.

that society is the state itself. The state

“Electronic government” was created for more effective,
transparent and accessible work of government agencies.

DEVELOPMENT OF THE ELECTRONIC GOVERNMENT IN THE
REPUBLIC OF KAZAKHSTAN

The idea of creation of the electronic government belongs to the
President of the country and was announced almost 9 years ago.
During this period passed four global stages of establishment and
development of the electronic government. Each stage assisted in
interaction processes between each Kazakhstani citizen with the
state.
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The first stage is informational.

At that particular time was launched electronic government
web-portal filled with information. It provided information about
state agencies, their work, and the services which they deliver to
citizens.

At this stage, each Kazakhstan citizen could get necessary
information - the list of necessary documents, the sizes of state
duties, the contact information of state agency.

The second stage is interactive.

It was marked with the start of electronic services provision.
The users of the web-portal had got an opportunity to send
requests to different state agencies just staying at home witho
any losses of time. Introduction of interactive services &
electronic government web-portal seriously saved time fo
paperwork.

At this stage were launched informational sy
databases, electronic licensing and gateway
government.

The third stage is a transactional

obvious - increased
tenders. '

elopment. The main aim now is
with maximum efficiency. For the
interactive and transaction, services

s of Kazakhstan. Citizens may register legal entity

within jus inutes, accept ID card, passport or driver’s
license, etc. hem have been transformed into electronic
format.

Activity

Make research on the egov portal and answer the following
questions.
1.Which online services for citizenry are on the portal?
2.Which online services are taken by citizens most on the portal?

Visits of the web-
portal from devices

types
PC 96.4%

Smartphone 344%

Tablet 0.13%

Figure 6.12.2.

1.What does electronic
government mean
and its purposes?

2.What are the
main advantages
of implementing
e-government?

3.At which stage of
development is
e-government in
Kazakhstan now?

&, | Terminology

favorable - konalinel -
61aronNpUATHLIN
electronic
government -
3/1IeKTPOHABIK YKIMET
- 3/IEKTPOHHOE
NpPaBUTENLCTBO
utility services

- KOMMYHanaplK
KbI3METTEP -
KOMMYHaJjlbHble
yeayrm

demand - cypaHsIC -
cApoc
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Currently, in
accordance with the
assessment issued by
lowers, a registration
certificate of NIC RK is
issued in the age of16
years.
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GNRE £-GOV: EDS KEYS AND PERSONAL ACCOUNT

¢ DIGITAL

KAZAKHSTAN *

To apply for obtaining of registra
Identification Center of the Republic i ble on
www.pki.gov.kz web site in the

public keys

itting application for certificate may
ing hardware as a storage place:

computer

Keys and certificates will be stored on hard disc
of PC's devices as files protected with PIN code.
Advantage: Files can be easily used.
Disadvantage: Possibility of unauthorized
copying.

Kaztoken

Keys and certificates will be stored on external
media protected by PIN code.

Advantage: Private keys cannot be copied.
Disadvantage: Media must be purchased for
money.

ID card

Keys and certificates will be stored on ID cards of
citizens of the RK with electronic media.
Advantage: Private keys cannot be copied.
Disadvantage: Need to purchase card-reader for

money.




E-Token

Keys and certificates will be stored on external
media protected by PIN- code.

Advantage: Private keys cannot be copied.
Disadvantage: Media must be purchased for
money.

JaCarta

Keys and certificates will be stored on external
media protected by PIN- code.

Advantage: Private keys cannot be copied.
Disadvantage: Need to purchase card-reade
money.

PERSONAL ACCOUNT ON EGOV

Personal Account is a section of the e-government
contains personal information about the user, colle
various state databases.

It's allowed to log in to the portal using seve
with the help of [IN/password, Electronic Dig
Digital Signature in SIM, and One-time passwor

But Access to the personal account j
user, while authorization using an e
required to view the full dossier. T,
information when you log in with
SMS code.

Login/password EDS on SIM One-time password

pn of validity

CHOO: 'E CERTIFICATE

Figure 6.13.1. Log in to the personal cabinet

1.How to log in to personal cabinet in e-government portal?
2.Why do we need to obtain EDS, if we can log in using 1IN/
password?

ssword or via

Activity

Compare the
advantages and
disadvantages of the
ways of storing keys
and certificates. Which
way is more mobile
and usable? Why?

&% | Terminology

applicant - TiHiLW
6epyLui - 3a9BUTENb
advantage -
apThIKLWLLIIbIFLI -
NpPenmyLLeCcTBO
disadvantage -
KeMLUiniri - HegocTaTok
cryptoprovider -
KpunTonposangep -
KpunTonposanigep
dossier - KyxarTama -
aocee
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The First Patent of the
Republic of Kazakhstan
was issued to the name
of A.B.Bekturov Institute
of chemical sciences.

AKTHBMPOBATE

[ Cozaath akKayHT

Figure 6.14.2. Mobile
e-Gov.kz
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GHrAN E-GOV: FUNCTIONALITY AND FEATURES

KA3 PYC ENG Go to the visuzlly impaired mode

Public services
e-goV "o Q
ard information online

SERVICES PAYMENT OPEN GOVERNMENT PERSONAL ACCOUNT ABOUT PORTAL

DIGITAL
KAZAKHSTAP:

SERVICES ON PORTAL

As we said before, “Electronic go ment” was createdfor more

effective, transparent and ac

The main function of e-gove ilable
interaction between go i i eGov portal
citizens (Figure 1):

HEALTHCARE SERVICE

& FAMILY

(] CITIZENSHIP, MIGRATION AND

"~' IMMIGRATION

TRANSPORTATION AND
COMMUNICATION

JOB PLACEMENT AND
EMPLOYMENT

L
)
an
TAXES AND FINANCES
a

MILITARY REGISTRATION AND
SECURITY

EDUCATION

TOURISM AND SPORTS

Figure 6.14.1. Available online services for citizens
ORMATION IS CONTAINED IN THE PERSONAL ACCOUNT

Information on identity documents: their numbers and expiry
dates;

+ Address of residence and place of birth;

+ Number and category of the driving license, if any, as well as its
validity period;

+ Information on the conclusion of marriage: date and place of
registration, full name and IIN of the spouse, maiden name of
the spouse;

+ Status of the recipient of social payments and benefits (if any),
+ Information about the availability of property, real estate (if
available): its address and cadastral number;

+ Information on participation in legal entities, if any;

» Information about the car;

+ Availability of licenses by type of activity;



+ Presence or absence of the debtor's registry;
+ Information about registration to a medical organization: name
of the polyclinic, name of the local doctor, date of registration
and number of the registration area;
+ The status of an individual entrepreneur (if any);
« Information about children: names, |INs, dates of birth (to add
the IIN of your child to the information system of the registry @
office, parents' IINs must be present in the record of the child),
+ Information on contributions to compulsory social health
insurance;
« Number of the queue of children in the kindergarten;
+ Information about the queue for housing;
+ Presence or absence of outstanding administrative fines;
+ Information on the status of the state service from the IS

“E-Kyzmet”.
MOBILE APPLICATION Figure 6.14.3. Service
Within the framework of the “mobile government” proje talogue

Mobile app may be used by the citizen of the
Kazakhstan, registered in the Mobile governm
mobile government is possible to get throug .Surf on portal and
+ Electronic government web-portal (EGP). research about

+ Public Service Centers of the Republic of Kazak ! progedqres of.online
application to issue

Electronic Digital

Personal Mobile Cabinet is es Signature.
viewing. In personal mobile cabi 8 information 2.1f you are 16 already,
of user’s registration and real este vile, registered (Egtsa'” your own

for user (Figure 3), e.g , reference on convictions
record, real estate, he turn in the queue at Public
' mobile services and many other

Activity

Compare the
process of getting
services via web-
portal, mobile app,
and telegram bot.

e-governme
through the bot:

tal bot - @EgovKzBot. Many services are available

et started with the bot, you need to be & |Literacy

registered on eGovikz and bind your phone number to the portal
profile. Registration and binding of the phone is carried out strictly 1.Which services on
using EDS. egov portal are
. popular?
The Telegram messenger needs to be installed on your 5 Which erillfe

smartphone, to which your number is attached, and to search
through the bot search by the name of @EgovKzBot. To start the
bot, you need to click on the Start command and send the phone
number via the menu.

services do you
or your family use
often?
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GARE OPEN GOVERNMENT

You will Why is it important that citizens participate in the government

.» out Involving processes?
| lm Gl-:.i“:‘_a-l e
7 — [2giSIative 2 wuw e - —_—
oo S technology .,f.l pa]r\{icipalion s i |

"Kazakhstan needs ~ cotaboration o - mapong journali
intellectual revolution that t
would enable to arise and rans p_él.; o
fulfill our nation's huge
potential”

Nursultan Nazarbayev

The main goal of the
accountable state, e
strengthen the figh

e a transparent
anage the state,
se new technologies

* Accessibility - Open dialogue between citizens and government.
Development of interest - Citizens’ capability to have an impact
government authorities.

aking into consideration each citizen's opinion - Public
polling, voting, questionnaires, and surveys.

OPEN LEGALACTS

Participate in the legislative process state

* Accessibility - Ensuring accessibility of draft legal acts to users.

* Taking into consideration each citizen's opinion - Enabling
user feedback: commenting, voting.

* Involvement of citizens - Enabling generation of public vision
on innovations promoting in the field of laws and regulations.

* Transparency - Ensuring preparation and submission of final
reports for further analysis.

Figure 6.15.2.
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OPEN DATA

Purpose of the project is to ensure transparency of activity
through publication of datasets in machine-readable formsin a
free access for Kazakhstan citizens
* Accessibility - Ensuring accessibility of data sets provided by

government agencies.

* Timeliness - Ensuring capturing up-to-date information

in various areas of government activities: statistical data,

topographic information, social information.

* Development of interest -Ensuring public interest in further
popularization of data sets

* Authenticity - Ensuring the displayed data correctness and
authenticity.

* User-friendliness - Ensuring the convenience for citizens to
the data.

OPEN BUDGETS

Ensuring transparency of formation and distrib
funds through citizen participation in the budg
* The reliability and timeliness - Of publish
* Transparency - Creating and budget allo
Civic engagement - Public discussion of t

nformation about the results and
the system of the e performance of government

agencies.

, See the rating.
artin public discussions on the work

Activity

Which services on open government portal are popular between
citizens?

1.What is Open Government?
2.What are the main functions of Open Government?

g \
k\ o &\
\3\{ °
-~ ) b
\\
@ >

Figure 6.15.5.

&5| Terminology

corruption

- XKEeMKOP/IbIK, -
KOppPYnLums
legalacts - KyKbIKTbIK,
aKTinep - npasosble
aKTbl

legislative -
3aHHamanbIK, -
3aKoHodaTeslbHas
user-friendliness

- KON AaHyLbIFa
bIHFalbI - YA406CTBO
ANd Nosb3oBaTens
convenience

- bIHFAWNNbINBIK, -
YA06CTBO
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Rl

Answer the questions

1. What are the strengths and weaknesses of
digitalization?

2. What will be changed by 2022 in the
education sphere? Write your own opinion.

3. What are the opportunities and threats of

digitalization?

What is public key?

What is private key?

Build a blockchain demonstration web

app using any programming language that

contains SHA256 hash function and public

key generator libraries. Record the process

step by step to determine how to create

chronologically immutable cryptographic

linked list (blockchain).

7. Come up with a hypothetical digital asset
that is stored inside a blockchain. Give it
a name and find out conditions for which
it can be created in the blockchain. Try to
exchange this asset among yourselves and
determine what cryptographic technoleg

o B

particular digital asset.
8. Build a blockchain smart contre
app that tracks the delivery of
point A to point B. Determine
would need loT solution
the smart contract tg
accurate.

tion of the state program
provides the opment of innovations in
education?
a. Digitization of economic branches
b. Transition to the digital state
¢. Realization of the Digital Silk Way
d. Evolution of the human capital assets
e. Creation of an innovative ecosystem
11.What is Digital Silkway?
a. Name of the next generation internet

([T 248

CHECK YOURSELF

b. Digital network of trade routes
c. Development of a high speed and
security infrastructure of the transfer,

storage and processing of data.
d. Creation of the conditions for

development

12.How do we call b ain enabled

e stored inside the

Intellectual Property protection?
Protecting your personal account
). Legally protecting original creative work
Protecting your personal data
d. Legally Protecting information
16. Digital signature is ...?
a. Atechnical implementation of electronic
signatures by cryptographic algorithms.
b. Digital version of handwritten signature
¢. Encryption method of the digital
document
d. Decryption method of the digital
document

Multiple answer question

17.Sellect the ways of logging in to the
Personal cabinet on e-government portal.

[IN/Password

One-time password

Email account

EDS

EDS on Sim

Social Media account

Phone number

@hPoNTo



A

Algorithm - a process or set of rules to be
followed in calculations or other problem-
solving operations, especially by a computer.

Artificial intelligence - simulation of human
intelligence processes by machines, especially
computer systems.

Activation function is the function in an
artificial neuron that delivers an output based
on inputs.

Assymetric cryptography - a branch of
cryptography related to the different but
mathematically linked cryptographic key pair
used for encrypting and decrypting messages.

Block - an object which typically consists of a
header, timestamp, counter and transactional
data.

Blockchain - a chronological linked list of
cryptographically connected blocks with
transaction data.

Blockchain network - a decentralizg
of computers called nodes.

C

Cryptocurrency - ¢
decentralized digi

of machine learning methods
ial neural networks.

Data - facts an
reference or analy

istics collected together for

Decision Tree - is a decision support tool that
uses a tree-like model of decisions and their
possible consequences, including chance event
outcomes, resource costs, and utility.

Decentralized consensus - a total data
synchronization protocol among peer nodes.

GLOSSARY
E

Epoch a period of time, especially one in which
there are new developments and great change

Ensemble Methods - meta-algorithms that

combine several machine learning techniques
into one predictive model in order to decrease
variance (bagging), bias ting), or improve
predictions (stacking).

F

Features - disti

productive and efficient
i ilure of some of its

e hash algorithm that takes a
text input and converts it to the ciphertext
ut.

Startup - a company producing and
distributing software product initiated by one
or more founders and designed to rapidly
scale

Immutability - the attribute of data stored
inside a database that prevents it from getting
tampered.

Iteration - repetition of a mathematical or
computational procedure applied to the
result of a previous application, typically as

a means of obtaining successively closer
approximations to the solution of a problem.

M

Machine Learning - application of artificial
intelligence (Al) that provides systems the
ability to automatically learn and improve
from experience without being explicitly
programmed. Machine learning focuses on the
development of computer programs that can
access data and use it learn for themselves.

149




GLOSSARY

A minimum viable product (MVP) - a software
or hardware with minimum amount of
functionality to satisfy initial users, and to
provide customer feedback for further product
improvement.

N

Network effect - a startup phenomenon where
the product gains additional value as more
people use it.

Neural Network - series of algorithms

that endeavors to recognize underlying
relationships in a set of data through a
process that mimics the way the human brain
operates.

P

Proof of work - process of discovering such a
block hash value that produces a set number
of zeros in front of the hash value.

Product-market fit - a process of matching th
product, customers and the business model
together in a sustainable way.

Patterns a model or design used as

Regression - is a powerful statistic
that allows you to examine the relz
between two or more vari

Recurrent network - i
neural networks wh
nodes form a dire
sequence.

Supervised L ing - is the machine learning
task of learning ction that maps an input
to an output base example input-output

pairs. It infers a function from labeled training

data consisting of a set of training examples.

Sigmoid - function is a type of activation
function, and more specifically defined as a
squashing function, which limits the output to
a range between 0 and 1

Synapse - the point at which a nervous impulse
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passes from one neuron to another.

Smart contract - a computer program
executed only when specific conditions are
met.

Smart property - a cryptographically secure
property that can be managed only by the
owner of the digital cryp phic key.

Sales funnel -
of potential custo
loyal following a

T

term for the journey
mere interest to

earning - is the training of
elligence (Al) algorithm using
that is neither classified nor

led and allowing the algorithm to act on
information without guidance.

eb 1.0 - an initial stage of internet
development with open network protocols
such as TCP/IP systems and World Wide Web.

Web 2.0 - the next stage of internet
development where companies built fast,
reliable and user-friendly commercial online
networks.

Web 3.0 - a new stage of the evolution of
the internet characterized by decentralized
blockchain networks.



1.

L PREFERENCES it

Machine Learning in Action Peter Harrington

https://medium.com/open-machine-learning-course/ - Open Machine Learning Course by
OpenDataScience

https://medium.com/machine-learning-for-hnumans/ - Machine Learning for Humans
https://vas3k.com/blog/machine_learning/ - Machine Learning for Eve e
b3d101.org

projects.raspberrypi.org

https://projects.raspberrypi.org/en/projects?software[]=ble

3dami.org

https://cgcookie.com/course/blender-basics/

. https://www.netacad.com/ - Introduction to Internet o

. http://iot.appinventor.mit.edu/#/

. http://appinventor.mit.edu/explore/

. https://egov.kz/cms/en - Electronic gover

. https://open.egov.kz/ - Open

. https://www.docusign.com/h

signature-faq
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